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ABSTRACT
Today, the number of spam text messages has grown in num-
ber, mainly because companies are looking for free adverti-
sing. For the users is very important to filter these kinds of
spam messages that can be viewed as near-duplicate texts
because mostly created from templates. The identification
of spam text messages is a very hard and time-consuming
task and it involves to carefully scanning hundreds of text
messages. Therefore, since the task of near-duplicate detec-
tion can be seen as a specific case of plagiarism detection,
we investigated whether plagiarism detection tools could
be used as filters for spam text messages. Moreover we
solve the near-duplicate detection problem on the basis of
the CHAMELEON clustering algorithm. We carried out
some preliminary experiments on the SMS Spam Collec-
tion that recently was made available for research purposes.
The results were compared with the ones obtained with
CHAMELEON. Althought plagiarism detection tools detect
a good number of near-duplicate SMS spam messages even
better results are obtained with the clustering approach.
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1. INTRODUCTION
In recent years, the huge amount of user generated con-

tents have led to great benefits for both users and compa-
nies. For a user, they are a great help to find opinions of
other users before deciding to purchase a product. And the
companies use the user generated contents to identify prod-
uct problems and to find marketing intelligence information
about their competitors [13].

However, there are companies that use the user generated
contents for free advertising. This is because promotion is
a vital part of any company and depending on the type
and quality of promotion, the sale of a product can vary
enormously. Unfortunately, there are times that companies
opt for promoting their products through spam messages
that often are created from templates, for examples:

• SMS spam messages: When companies launch a new
product, they need to market it to ensure that the
product gains popularity. These companies send SMS
marketing campaigns.

• Opinion spam messages: Companies deliberately write
fictitious opinions to sound authentic, in order to de-
ceive the reader. These opinions are positives for their
products and negatives for the competitors’ products
[18].

In this paper we focus on the problem of detecting SMS
spam messages, since it is a relatively unexplored subject
and it begins to be troublesome for mobile users. The main
problem with SMS spam is that it is not only annoying be-
cause the identification of spam text messages is a very hard
and time-consuming task, but it can also be expensive since
some people pay to receive text messages. Moreover, there
is a limited availability of mobile phone spam-filtering soft-
ware. Another concern is that important legitimate messa-
ges as of emergency nature could be blocked [2].

Due to the fact that mobile phones are a cheap and easy
device for communication and is increasingly being used
as a source of information, the number of mobile phone
users is continuously growing in some countries also with
respect to the number of internet users (e.g. in India mobile
phone users are nearly 10 times larger than internet users).
As a consequence, from the research community there is a
growing interest in analysing SMS-like messages also due to
the further challenge that analysing noisy and short texts
written in “SMS language” implies: they are approx. 160-
character long, users compress text by omitting letters, using



slang, etc., and unintended typographical errors are quite
frequent due to small size of keypads on mobile phones (as
well the poor language skills of the users...). Although some
tasks related to the retriaval of near-duplicate SMS mes-
sages have been investigated (e.g. “SMS-based Frequently
Asked Questions Retrieval” task has been organised in the
framework of international fora such as the Forum for In-
formation Retrieval Evaluation FIRE-20111), the detection
of near-duplicate SMS messages has not been addressed yet.
Just recently the SMS Spam Collection2 has been released.
Two texts are considered near-duplicates when, although

they are not exact duplicates, they are strikingly similar
[24]. On the basis of the previous definition, although spam
messages texts belonging to the same campaign may look
different because spammers need to randomize the messages
by adding news paragraphs or obfuscating terms to by-pass a
filter [21, 22], they still be considered as near-duplicate texts
because they are created from templates and they usually
share a certain similarity among them.
Since the task of near-duplicate detection can be seen as a

specific case of plagiarism detection, in this paper we study
the possibility of using plagiarism detection tools as filters
for spam text messages. Moreover, we try to solve the
near-duplicate detection problem also on the basis of the
CHAMELEON clustering algorithm using CLUTO tool3.
The rest of the paper is organised as follow. Section 2 des-

cribes the difference between near-duplicate and plagiarism
detection. Section 3 illustrates the main characteristics of
the plagiarism detection tools used. Section 4 shows the
results of these preliminary experiments. In Section 5 draw
some conclusions and discuss further work.

2. NEAR-DUPLICATE DETECTION
VS. PLAGIARISM DETECTION

When two texts that are not exactly identical contain
nearly the same content, they should be treated as dupli-
cates. In a plagiarism detection scenario, the definition of
near-duplicate texts may be even more flexible. When a por-
tion of one text, such as a sentence, is contained in another
text, these two texts could be seen as near-duplicates.
In contrast, perhaps the most extreme definition of a near-

duplicate exists in an anti-adversarial scenario: “Two texts
are near-duplicates if they share more than 80% terminol-
ogy and their length difference is not more than +20%” [12].
However, as long as the core payload text (e.g., a URL point-
ing to the spammer’s site) is identical, two SMS spam text
messages are treated as near-duplicates [17].
Following, we describe the near-duplicate detection and

the plagiarism detection tasks.

2.1 Near-duplicate detection
Two texts that are strikingly similar although slightly

different in some of their parts are not regarded as exact
duplicates but as near-duplicates [24]. Typographical er-
rors, versioned, mirrored, or plagiarised documents, multiple
representations of the same physical object, email spams or
user-generated spams, as SMS spam text messages or opin-

1http://www.isical.ac.in/∼clia/faq-retrieval/
faq-retrieval.html
2http://www.dt.fee.unicamp.br/∼tiago/smsspamcollection
3www.cs.umn.edu/∼karypis/cluto

ion spasm, that could have been generated from the same
template, are examples of near duplicate documents [26].

Differents methods have been suggested for near-duplicate
detection. In [10] the authors have proposed a method for
the estimation of the degree of similarity among pairs of
texts known as shingling, in which all sequences of adjacent
words are extracted. If two texts contain the same shin-
gles set they are treated as equivalent and if the shingles
set overlaps, they are considered as exact. In this technique
the authors noted that it does not work well on small texts
[27]. In [15] the authors have used a five-gram approach as
a shingle and sample 84 shingles for each text. Then the
84 shingles are built into six super shingles. The texts hav-
ing two super shingles in common are considered as nearly
duplicate texts.

In [11] the authors have developed an efficient way to de-
termine the syntactic similarity of files and have applied it to
every document on World Wide Web. Using their approach,
they have clustered all the documents that are syntactically
similar.

In [29] the authors presented an approach for the detec-
tion of near-duplicate Web pages in Web crawling. Near-
duplicate Web pages are detected followed by the storage
of crawled Web pages into repositories. The keywords are
extracted from crawled pages and on the basis of these key-
words the similarity score is calculated taking into account
their occurrences in each page. The documents are consid-
ered as near-duplicates if its similarity scores are smaller
than a threshold value.

Another approach for finding duplicates and near dupli-
cates is based on hashing or fingerprinting. Such methods
produce one or more fingerprints that describe the content of
a document or fragment. A suspicious document’s fragments
are compared to the reference corpus based on their hashes
or fingerprints. Duplicate and near duplicate passages are
assumed to have similar fingerprints. Also one of the first
systems for plagiarism detection used this fingerprint-based
approach [8]. Although identical duplicates of short texts
are easy to detect by standard hashing approaches, the de-
tection of near-duplicate short texts is much more difficult.
A single short text contains usually less than 200 charac-
ters, which makes more difficult to extract effective features.
Moreover, informal abbreviations, transliterations and net-
work languages prevailing in some short text collections [9].

2.2 Plagiarism detection
Plagiarism detection can be divided into plagiarism detec-

tion with reference and intrinsic plagiarism detection.
Plagiarism detection with reference is based on compar-

ing a suspicious document or fragment with a set of source
documents. There are several approaches for plagiarism de-
tection with reference. The most popular ones are based
on word n-grams [25, 28] or also character n-grams [32, 16]
comparisons. However, in these approaches the temporal
and spatial costs increase exponentially with the number of
texts to compare. For this reason, in [7] the authors propose
to reduce of the search space on the basis of the Kullback-
Leibler distance.

Other plagiarism detection approaches are based on word
frequency analysis as [33]. In [19] an approach based on
word comparison at sentence level which takes into account



Figure 1: WCopyFind tool

vocabulary expansion with Wordnet4 was described. More
recently, some approaches tried to address also the problem
of cross-language plagiarism [31, 6].
Intrinsic plagiarism detection bases its analysis on stylistic

changes in the suspicious text [35]. The basic principles of
intrinsic plagiarism detection are [14]:

• each author has her own writing style;

• the writing style of each author should be consistent
throughout the text;

• the features of a style are difficult to manipulate.

Other methods for intrinsic plagiarism detection are the
ones described in [34] where character n-gram profiles have
been used. A somehow related problem is authorship attri-
bution where linguistic profiles need to be investigated for
determining the true author of a text [23].
A system capable to detect any kind of plagiarism, also

when there may not be any other reference text to com-
pare with and the linguistic evidence has to be given on
the basis of stylistic changes in the document itself, as well
cross-language plagiarism, is described in [20].

3. PLAGIARISM DETECTION TOOLS
Several are the available tools for plagiarism detection.

For our preliminary experiments, we have used the Wcopy-
Find, CopyCatch, and the and Pl@giarism tools. Following
we describe the three tools.

3.1 WCopyFind
WCopyFind5, developed in 2004 by Bloomfield at the Uni-

versity of Virginia, is a available system for plagiarism de-
tection [37]. The system allows researchers to introduce
various parameters as the size of the word n-grams, the
minimum number of matching words to report as possible
plagiarism, the maximum number of non-matches between
perfectly matching portions of a phrase,etc. Although the

4http://wordnet.princeton.edu
5http://www.plagiarism.phys.virginia.edu/Wsoftware.html

Figure 2: CopyCatch tool

system allows to introduce the size of the word n-grams, the
author proposes to use 6-grams.

Another feature of the WCopyFind is that it allows to
introduce a word map (a generalized thesaurus) with the
intention of solving the substitution of words for synonyms.
The figure 1 shows the WCopyFind tool.

The system tells researchers the percentage of the number
of matches with document A versus document B, the per-
centage of the number of matches with document B versus
document A. The system shows a comparation between two
documents. In this comparation, WCopyfind shows plagia-
rised sections marked in red.

3.2 CopyCatch
CopyCatch6, a software developed by Woolls from CFL

Software Development. CopyCatch allows researchers to
calculate the threshold level of textual similarity. This pro-
gram incorporates several measurements such as threshold
of overlapping vocabulary, unique and exclusive vocabulary
and shared-once phrases. It has a visual output, with pla-
giarised sections marked in red.

The system calculates the comparison from trigrams. Howe-
ver, CopyCatch also obtains a measure of similarity of vo-
cabulary. The figure 2 shows the CopyCatch tool.

The main distinguishing characteristic of this software was
that it was much easier to use, especially the submission
process: it allows the user to browse and select the files
to check. The results are almost immediate. It outputs a
list of pairs of files sorted by percentage of match between
them. It is then possible to have a list of the vocabulary
or phrases shared between the 2 files and it can also mark
up the files highlighting the similarities between them. It
allows the user to check Word documents as well as text, rtf
and HTML files: no previous conversion is needed [5].

3.3 Pl@giarism
Pl@giarism7, developed by the University of Maastricht,

is another system for plagiarism detection. It is used exten-
sively by the Law Faculty of Maastricht. Pl@giarism is a
simple program that automates the process of determining
similarities between pairs of essays by comparing three word
phrases in each. An essay is paired with each essay in the
folder in turn.

Pl@giarism does not automatically check against sources

6http://cflsoftware.com/?page id=42
7http://www.plagiarism.tk



Figure 3: Pl@giarism tool

on the Internet, but there is a provision for selecting and
submitting one phrase at a time to an Internet search engine
for comparison with Internet resources [1]. The figure 3
shows the Pl@giarism tool.
The system returns the percentage of similarity between

two documents (A and B), the percentage of the number
of matches with document A versus document B, the per-
centage of the number of matches with document B versus
document A and the total amount of matches between the
documents A and B. This system performs the comparison
based on word trigrams.

4. EXPERIMENTAL WORK
To compare the performance obtained employing the pla-

giarism detection tools and the CHAMELEON clustering
algorithm, we employed the following performance measures
[4]:

• Spam Caught (SC): The percentage of spam messages
detected;

• Blocked Hams (BH): The percentage of ham messages
(non-spam messages) considered as spam;

• Accuracy (Acc) %;

• Matthews Correlation Coefficient (MCC) [3]

MCC is used in machine learning as a measure of the qual-
ity of binary classifications. It returns a real value between
-1 and +1. A coefficient equals to +1 indicates a perfect pre-
diction; 0, an average random prediction; and -1, an inverse
prediction.

MCC =
(|TP ||TN |)− (|FP ||FN |)

√

(|TP |+ |FP |)(|TP |+ |FN |)(|TN |+ |FP |)(|TN |+ |FP |)
(1)

where |TP | is the number of true positives, |TN | is the
number of true negatives, |FP | is the number of false posi-
tives, and |FN | is the number of false negatives.

4.1 Data Collection
As previously said, in order to carry out some preliminary

experiments we used the SMS Spam Collection8 which was
recently released for research purposes.

8http://www.dt.fee.unicamp.br/∼tiago/smsspamcollection

Table 1: Basic statistics of the SMS Spam Collection
Msg Amount %
Hams 4,827 86.60%
Spams 747 13.40%
Total 5,574 100%

Table 2: Results of the experiments
Classifier SC BH Acc MCC

CHAMELEON 79.51% 4.62% 93.25% 0.781
CopyCatch 60.04% 0.00% 94.94% 0.751
WCopyFind 58.07% 0.00% 94.51% 0.743
Pl@giarism 56.93% 0.00% 94.19% 0.722

This collection consists of the union of several SMS spam
collections [2]:

• A collection of 425 SMS spam messages which was
manually extracted from the Grumbletext9 Web site;

• A subset of 3,375 SMS randomly chosen ham messages
of the NUS SMS Corpus10 (NSC), which is a dataset
of about 10,000 legitimate messages collected for re-
search at the Department of Computer Science at the
National University of Singapore;

• A list of 450 SMS ham messages collected from Caro-
line Tag’s PhD Thesis [36];

• And the SMS Spam Corpus v.0.1 Big11. It has 1,002
SMS ham messages and 322 spam messages.

In summary, the SMS Spam Collection is composed by a
total of 5,574 short messages of which 4,827 are ham mes-
sages and 747 are spam messages. Table 1 shows the ba-
sic statistics of the collection12. The SMS Spam Collection
is composed by just one text file, where each line has the
correct class followed by the raw message. Below we illus-
trate an example:

ham Ok lar... Joking wif u oni...

ham Oh k...i’m watching here:)

spam Are you unique enough? Find out from 30th

August. www.areyouunique.co.uk

4.2 Results
As already mentioned, the aim of these preliminary expe-

riments is to investigate whether plagiarism detection tools
could be used as filter for SMS spam text messaged. More-
over, we also try to address the near-duplicate detection
problem on the basis of the CHAMELEON clustering algo-
rithm.

Table 2 shows the results obtained (results are sorted by
descending MCCmeasure). The best result was obtained us-
ing CHAMELEON (MCC 0.781). Moreover, CHAMELEON
obtained the highest percentage of SMS spam detected (79.51%
vs. 60.04% with CopyCatch, the plagiarism detection tool
that obtained the best results). However, with CHAMELEON

9http://www.grumbletext.co.uk/
10http://www.comp.nus.edu.sg/∼rpnlpir/downloads/corpora/
smsCorpus/

11http://www.esp.uem.es/jmgomez/smsspamcorpus/
12For more information on the collection see [2]



Table 3: Comparation with the fifteen best results
obtained in [2]

Classifier SC BH Acc MCC
SVM 83.10% 0.18% 97.64% 0.893

Boosted NB 84.48% 0.53% 97.50% 0.887
Boosted C4.5 82.91% 0.29% 97.50% 0.887

PART 82.91% 0.29% 97.50% 0.887
MDL 75.44% 0.35% 96.26% 0.826

CHAMELEON 79.51% 4.62% 93.25% 0.781
C4.5 75.25% 2.03% 95.00% 0.770

CopyCatch 60.04% 0.00% 94.94% 0.751
WCopyFind 58.07% 0.00% 94.51% 0.743
Plagiarism 56.93% 0.00% 94.19% 0.722
Bern NB 54.03% 0.00% 94.00% 0.711

MN TF NB 52.06% 0.00% 93.74% 0.697
MN Bool NB 51.87% 0.00% 93.72% 0.695

1NN 43.81% 0.00% 92.70% 0.636
Basic NB 48.53% 1.42% 92.05% 0.600
Gauss NB 47.54% 1.39% 91.95% 0.594
Flex NB 47.35% 2.77% 90.72% 0.536

Boolean NB 98.04% 26.01% 77.13% 0.507
3NN 23.77% 0.00% 90.10% 0.462

EM NB 17.09% 4.18% 85.54% 0.185

the percentage of false positive (SMS ham considered as
spam) is greater than with the plagiarism detection tools
(4.62% vs. 0.00%).
However, the results obtained with the CopyCatch pla-

giarism detection tool in terms of MCC measure are quite
similar to the ones obtained with CHAMELEON, and in
terms of accuracy are even better. This is because the SMS
Spam Collection is an imbalanced corpus (the 88% of the
SMS are hams), and plagiarism detection tools seem to be
more effective in these cases. Last but certainly not least,
the percentage of SMS hams blocked with the plagiarism
detection tools is 0.00%. This is an important aspect of pla-
giarism detection tools versus CHAMELEON, since one of
the main problems of SMS spam filters is to avoid blocking
SMS hams because this may prevent urgent messages to be
blocked.
In Table 3 we compare our results with the ones obtained

by the authors that released the SMS Spam Collection [2].
Several well-known machine learning methods have been
used in order for automatic spam filtering. Although the
results of the top methods are slightly better if compared to
the ones obtained with CHAMELEON and the plagiarism
detection tools (the SVM classifier obtained 0.893 in MCC
measure and 83.10% of percentage of SMS spam detected),
plagiarism detection tools showed to be a valid alternative
for trying to address the problem from a near-duplicate de-
tection problem especially because they prevent from block-
ing (potentially important) ham SMS to be considered as
spam text messages.

5. CONCLUSIONS AND FURTHER WORK
The aim of this paper was to perform some preliminary ex-

periments to investigate whether plagiarism detection tools
could be used as filter for SMS spam text messages.
The results show that the plagiarism detection tools de-

tected a good number of near-duplicate SMS spam messa-

ges. However, CHAMELEON clustering algorithm was able
to detect a greater number of SMS spam messages.

However, CHAMELEON obtained a higher percentage of
false positive (non-spam messages detected as spam). This
could be a problem because important legitimate messages
as of emergency nature could be blocked. On the contrary,
the plagiarism detection tools do not block any non-spam
message.

As future work it would be interesting to apply a near-
duplicate based approach to address the problem of the de-
tection of SMS spam text messages in order to improve the
results. Moreover, it would also be interesting to investigate
whether these techniques may help to solve the problem of
opinion spam detection [30].
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We thank Jose Maria Gómez Hidalgo for sharing the SMS
Spam Collection. We thank also M. Teresa Turell Julià to
allow us to get familiar with CopyCatch in the ForensicLab
of IULA, Universitat Pompeu Fabra.

7. REFERENCES
[1] H. Ahmad. Plagiarism detection systems : An

evaluation of several systems. In The 6th SEAAIR
Annual Conference, pages 5–7, Langkawi, 2006.

[2] T. A. Almeida, J. M. Gómez Hidalgo, and
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