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Abstract—This paper presents a phase-based security anal-
ysis of the domain-name life cycle - pre-registration, active
registration, expiry, and malicious re-registration. Synthesizing
peer-reviewed studies, documented incidents, and current threat
intelligence (2014-2025), we map key attack vectors (for example
typosquatting, dangling records, registrar compromise, expired-
domain abuse) to concrete mitigations (registrar hardening, zone
hygiene, renewal governance). The result is a concise model and a
threat-to-control table aimed at practitioners in enterprises and
registrars. This is a conceptual, literature-based synthesis; no
new measurements are introduced. We argue that domain names
are critical security assets that require continuous management
across technical and administrative controls.

Keywords-Domain Life Cycle; Domain Security; Domain Man-
agement; Expired Domains; Cybersecurity Best Practices.

I. INTRODUCTION

Domain names form the backbone of navigation on the
Internet. They function both as a company’s digital identity
and as trusted anchors for users accessing web resources
[1]. A compromised domain can therefore trigger wide-
ranging consequences - from phishing attacks to the complete
takeover of online services. Attackers systematically exploit
these weaknesses by operating with legitimate domains or
deceptively similar names in order to bypass security mech-
anisms. In doing so, virtually every attack that relies on a
seemingly legitimate sender or web address to evade defenses
is facilitated [2].

Against this backdrop, the present paper analyzes the
vulnerabilities throughout the entire life cycle of a do-
main - from registration, through operation and expiration,
to potential takeover by third parties. The objective is to
highlight technical attack vectors and documented incidents
for each phase and to demonstrate their relevance for en-
terprises. To this end, existing scientific studies, security
reports, and recorded attacks are comparatively evaluated. In
addition, well-established tools are presented that can help to
detect and prevent such weaknesses. This contribution is
a conceptual, literature-based synthesis rather than an
empirical measurement study. We address the following
Research Questions (RQs): RQ1 - What threats emerge at each
phase of the domain name life cycle? RQ2 - Which technical
and organizational controls effectively mitigate them? RQ3 -
Which gaps suggest directions for future empirical validation?

The remainder of this paper is structured as follows: Section
II reviews related work and outlines our methodology; Section
III presents the phase-oriented model of the domain name
life cycle and a consistent, phase-by-phase threat mapping;
Section IV discusses implications, provides concrete recom-
mendations, states limitations, and outlines future work.

II. RELATED WORK

Prior studies typically focus on isolated threat surfaces.
Typosquatting and other naming-confusion attacks have been
analyzed in depth [3][4], while the risks of dangling Do-
main Name System (DNS) records [5][6] and expired-domain
takeovers [7] have been explored separately. Adjibi et al.
extend this line of research by quantifying how the Fortune 500
pursue defensive registrations and showing that roughly three-
quarters of look-alike domains remain under third-party con-
trol [1]. Their work highlights a critical blind spot - corporate
protection tends to begin after registration - and therefore does
not capture threats that arise before or after that window (e.g.,
pre-registration brand monitoring or post-expiration abuse). In
contrast to prior work, this paper systematically maps
threats across all four phases and couples them with phase-
specific mitigations for practitioners.

Other surveys take a broader perspective on DNS security.
Schmid provides a view on systemic threats in DNS Insecurity
[8], while Ramdas et al. catalog mitigation techniques against
DNS-related attacks [9]. Affinito et al. examine domain life-
times and quantify baseline risks across the ecosystem [10].
However, none of these works integrates security threats across
the entire domain life cycle.

Methodology: We conducted a structured literature scan
(2014-2025) across Association for Computing Machinery
Digital Library (ACM DL), Institute of Electrical and Elec-
tronics Engineers (IEEE) Xplore, USENIX, Network and
Distributed System Security Symposium (NDSS) and selected
industry reports. Inclusion: peer-reviewed security work on
DNS/domain life cycle, empirical incident reports; Exclusion:
marketing/duplicate blog posts. Search keys included ”domain
life cycle security”, ”dangling DNS”, ”expired domains”,
”typosquatting”, ”registrar hijacking”. Two reviewers screened
titles/abstracts; we extracted threats, affected life cycle phase,
and mitigation classes. This is a conceptual synthesis without
new measurements.
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TABLE I. COMPARATIVE OVERVIEW OF EXISTING REVIEWS AND HOW
THIS WORK DIFFERS

Work Focus/Method Life cycle cov-
erage

Added value of
this paper

COMST’21 [8] Broad DNS
threats survey

Cross-cutting;
not phase-
based

End-to-end,
phase-based
map (P1-P4)
with aligned
mitigations

ICCS’19 [9] DNS attack
mitigations
(short survey)

General DNS;
no life cycle
lens

Life cycle view
+ concrete
phase-wise
controls

TMA’22 [10] Domain
lifetimes /
expiry risks

Emphasis on
lifetime/expiry

Integrates pre-
reg, active,
expiry, re-reg
threats

NDSS’25 [1] Defensive reg-
istrations (For-
tune 500)

Narrow
pre/post around
reg.

Complements
with ops/expiry
abuse beyond
registration

Despite these valuable contributions, the literature still lacks
an integrated framework that maps vulnerabilities from pre-
registration to post-expiration. This paper closes that gap by
proposing a phase-oriented security model and by deriving
unified mitigation guidelines that link technical, administra-
tive, and policy controls. Table I summarizes the comparative
overview of existing reviews and how this work differs.

III. DOMAIN LIFE CYCLE AND ITS VULNERABILITIES

The life cycle of a domain can be simplified into four
phases: (1) Pre-registration, (2) Active Registration, (3)
Expired Domains, and (4) Malicious Re-registration. While
Phase 3 resembles Phase 1 in terms of availability, residual
references (e.g., third-party logins, old references to email
addresses, or inbound links) may still exist. Each phase poses
distinct security threats [10]. Per phase, we (i) define scope, (ii)
enumerate threats, (iii) list recent evidence, and (iv) summarize
mitigations. Table II summarizes the key threats and defenses
across the four phases addressed in this work. The following
subsections outline these phases and their typical weaknesses.

A. Phase 1: Pre-registration

In the first phase, a domain is completely freely available
- either never registered before or released by its previous
owner - and can be registered anew. Even though no legitimate
content exists under such a name, attackers can still abuse it
by proactively registering it [11].

T1. Typosquatting and look-alike domains: Typosquat-
ting refers to registering domain names that are confusingly
similar to a well-known brand, usually through typographical
errors or minor spelling changes. Users who mistype or fail to
notice the difference are silently routed to the wrong site. This
technique has deceived users since the early commercial In-
ternet. Typical variants include letter transpositions, character
omission or insertion, or using homographs - visually similar
characters from other scripts. A well-known early case was
goggle.com, intended to mislead visitors to google.com.

Modern attackers increasingly rely on Internationalized Do-
main Names (IDNs) that mix, e.g., Cyrillic and Latin letters -
an attack most browsers now detect and block [12].

Despite longstanding defensive efforts, typosquatting re-
mains highly prevalent and continues to evolve. Recent inci-
dents show that this scheme continues to flourish and evolve.
In 2024, for example, a security vendor reported a surge
of Bifrost-Trojan campaigns leveraging VMware typosquats
[13]. Fraudulent job sites and even parts of the SolarWinds
supply-chain attack also traced back to typosquatting domains
[14]. An Akamai analysis found that about 20.1% of all
newly observed domains it tracks - roughly 13 million ma-
licious domains every month, i.e., well over three million
each week - are flagged as malicious, many of them look-
alike registrations [15]. These are not accidental errors but
deliberate registrations by criminals. The technique now
underpins sophisticated fraud schemes, such as combining
bogus websites with matching social-media profiles, intercept-
ing emails (e.g., Business-Email-Compromise), or smuggling
trojanized code into development environments. One example
is the discovery of Python libraries like ”requessts” or
”reqquests”, typosquats of popular packages registered on
look-alike domains to trick developers [3].

a) Example: the Mastercard typo: A real-world incident
underscoring the danger of small DNS errors is the Mastercard
typo. A faulty DNS entry went unnoticed for years, meaning
attackers could have registered the misspelled domain and
weaponized it [16]. The case shows that even an innocuous
typo in a DNS zone can open major security gaps, because
customers or internal systems may unknowingly resolve the
”wrong” domain.

b) Example: the BYD domain confusion: A recent real-
world incident illustrates how brand visibility can backfire
when obvious look-alike domains are left unprotected. During
UEFA EURO 2024, Chinese electric-vehicle maker BYD
bought prominent pitch-side advertising. Curious spectators
naturally tried the German country code Top Level Domain
(ccTLD) variant byd.de - but that name was already owned
by an unrelated adult-toy retailer. The unexpected spotlight
drove a massive traffic spike to the site, forcing its owners
to publish a disclaimer that they were not affiliated with the
car company [17]. The episode shows that even legitimate
marketing can funnel large crowds to misleading domains,
creating fertile ground for fraud or malware if criminals regis-
ter similar names first. Careful domain-portfolio management
across relevant TLDs is therefore essential throughout the life
cycle of a brand.

Scientific studies confirm typosquatting’s breadth. A 2014
USENIX study analyzing hundreds of thousands of domains
found that typosquatting is widespread and growing [4].
Actors invest significant resources to monetize these domains.
More recent surveys reveal that 74% of look-alike domains
targeting Fortune 500 companies are held by third parties
[1], highlighting aggressive coverage by criminals and domain
speculators. Such names are often used for phishing, fraud,
or brand abuse.
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T2. Orphaned and published domains: A threat that spans
Phase 1 (Pre-registration), also surfaces during Phase 2
(Active Registration) through abandoned or misconfigured
subdomains, and re-appears in Phase 4 (Malicious Re-
registration). Attackers actively look for domain or subdo-
main names that are still referenced - in documentation,
configuration files, code snippets, or lingering DNS records
- yet are either unclaimed or left dangling. Although these
names look legitimate from the outside, they are not ac-
tually under the rightful owner’s control. By claiming
an orphaned domain or subdomain, adversaries can invisibly
insert themselves into traffic intended for the original desti-
nation [5][18][19]. Modern scanners such as BadDNS now
crawl websites to locate externally referenced, takeover-able
domains [20].

B. Phase 2: Active Registration

In Phase 2 the domain is under active ownership (typically
by an organization) and used for services such as websites,
email, or Application Programming Interface (APIs). Although
the name is legitimately controlled, numerous attack vectors
arise from misconfiguration or insufficient safeguards. The
main concerns are DNS configuration, registrar security, and
subdomain management [2].

T1. DNS Misconfigurations and Gaps: A domain is only
as secure as its DNS settings. Faulty or negligent configuration
can give adversaries opportunities to abuse or manipulate the
name. Key issues include:

Missing DNSSEC signing: Domain Name System Secu-
rity Extensions (DNSSEC) cryptographically signs DNS re-
sponses to guarantee their authenticity and integrity. Without
DNSSEC, domains are vulnerable to cache-poisoning and
manipulation - an attacker could inject forged answers and
redirect users to malicious IPs. Despite clear benefits, adoption
remains low: an Asia-Pacific Network Information Centre
(APNIC) study in 2023 found that only about 4.3 % of .com
domains are DNSSEC-signed [21]. In other words, more
than 95 % lack this protection. Some TLDs fare better - .nl
reaches roughly 60 % coverage [21] - yet a global gap persists.
Technical complexity, operational effort, and limited know-
how leave many domains exposed whenever an attacker can
influence a resolver or intercept traffic.

Missing CAA records: A CAA (Certification Authority
Authorization) record lets owners specify which CAs may
issue TLS certificates for the domain. Without CAA, any
CA could issue a certificate (assuming domain-control checks
can be bypassed via DNS tampering or error). CAA there-
fore reduces the risk of unintended or fraudulent issuance.
Nevertheless, a 2020 survey showed that only about 3 %
of the Alexa Top-1-Million domains publish a CAA record.
Given the ease of deployment, this figure is strikingly low. A
CAA record might restrict issuance to Let’s Encrypt or
DigiCert; some domains even use issue ";" to permit
no CA - 358 cases in that study. [22]

Open zone transfers (AXFR): Zone transfers replicate
data between authoritative name servers. If a server is mis-

configured to allow AXFR from unauthorized IPs, attackers
can pull a complete zone dump. The dump reveals all
records - internal subdomains, IP mappings, etc. - and aids
further attacks. Although CVE-1999-0532 highlights the risk,
Internet scans as late as 2016 still found ”large numbers” of
exposed servers. Successful leaks expose hidden services such
as vpn.company.com or dev.db.company.com. Miti-
gation is trivial: allow transfers only to authorized secondary
servers [23].

Stale or incorrect DNS records: Domains or subdomains
often move or services are retired without cleaning all records.
Such stale entries may point nowhere - or worse, be taken
over (see subdomain takeover). A special case is incorrect
NS entries: if registry-level name servers are misspelled
or unresponsive, the domain becomes unstable. Attackers
have exploited these situations. The 2024 ”Sitting Ducks”
campaign revealed hundreds of thousands of domains with
DNS misconfigurations (e.g., bad NS pointers) effectively
abandoned [24]. Attackers impersonated the intended name
servers and seized control [24]. Infoblox found nearly 800,000
vulnerable domains in three months; about 9 % (>70,000)
were actively hijacked [24]. These domains - often legitimate
but misconfigured - were then abused for phishing, investment
fraud, and more [24]. Even a minor lapse (e.g., an outdated
NS entry) can turn a domain into easy prey.

A common scenario is a DNS record that points to
an external domain (e.g., via CNAME, MX, or NS) no
longer controlled by the organization. Such a dangling
record invites abuse: registering the missing domain
diverts traffic to the attacker. For instance, example.com
might include oldservice.example.com CNAME
oldservice-provider.com, even though
oldservice-provider.com no longer exists. Whoever
registers that domain gains control over every request
to oldservice.example.com. The same applies to
unregistered domains listed as MX or NS, enabling email
interception or name-server takeover [5][19].

In short, during Phase 2 the owner must ensure that all
security-relevant DNS settings are correct and current. Miscon-
figuration directly threatens the integrity of name resolution.
Additional precautions include avoiding unnecessary internal
disclosures (e.g., chatty TXT records or revealing subdomain
names) and routinely auditing the zone for anomalous entries.

T2. Threats from subdomain takeover: Many organi-
zations delegate subdomains to external cloud providers -
e.g., shop.example.com for Software as a Service (SaaS)
or cdn.example.com for a CDN - via CNAME records
(such as shop.example.com CNAME shopsaas.com).
While the service is active and configured, no issue arises. The
threat arises when external services are decommissioned
but DNS entries remain. The subdomain then points to a
non-existent target - a dangling DNS record. Attackers can
re-register or claim that resource (e.g., the freed cloud host
name or account) to seize control [5][19]. This is known as
a subdomain takeover. The attacker ”captures” a victim’s
subdomain by obtaining the referenced external domain or
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resource. Once in control, they can serve content or inter-
cept traffic under the trusted hostname. Cloud platforms are
frequent targets: Azure Web Apps, AWS S3 buckets, GitHub
Pages, Heroku, and more. If the CNAME is left behind after
deletion, an attacker can spin up an identically named service
and take over the subdomain [5][19].

Empirical work shows subdomain takeover is not rare but
a systemic risk: in 2016 researchers identified 467 vulnerable
subdomains among the Alexa Top-10k plus university sites
[6]. Follow-up scans across cloud platforms found over 700
000 vulnerable DNS entries overall [5][7].

Root causes are usually poor cleanup: projects end, services
migrate, yet DNS records linger. Especially in DevOps and
cloud cultures where teams create subdomains autonomously,
visibility is lost. Companies should schedule regular audits
of their DNS zones to detect dangling entries. Tools such as
Subjack, Subzy, takeover modules in scanners like Nuclei,
or the comprehensive BadDNS can automate detection by
checking CNAME/MX/NS targets for registrability [20].

T3. Weaknesses in Registrar Security: Domain protection
also depends heavily on the security of the registrar account
- the portal where the name is registered and managed. An
attacker who gains access can seize the entire domain:
redirect name servers, change ownership details, or transfer
the domain to another account.

Numerous incidents of domain hijacking stem from social
engineering or registrar breaches. Attackers exploit weak pass-
words, absent two-factor authentication, or technical flaws at
smaller registrars. A prominent example is the ”Sea Turtle”
campaign (2017-2019), in which a state-sponsored actor com-
promised registrars and DNS providers to hijack high-profile
domains - mainly in the Middle East - by phishing creden-
tials and altering DNS to their own servers, even acquiring
valid TLS certificates [25]. This illustrates that even perfectly
configured DNS zones fail if registrar infrastructure is
breached.

Cyber-criminals without state backing also hijack domains.
Often they first compromise the owner’s email address (e.g.,
by registering an expired domain from Phase 3), then trigger
a password reset. Support staff may also be fooled into
unauthorized transfers. High-value domains - famous brands
or premium .com generics - regularly appear in news reports
after such thefts [25]. In 2015, for instance, Lenovo’s domain
was redirected to a defacement server, allegedly via registrar
account compromise [26].

Key weak points include absent multi-factor authentica-
tion, lack of Registry Lock (a service that blocks critical
changes unless manually approved), and poor credential hy-
giene. Registry Lock is highly effective yet mainly adopted by
large firms: 46 % of companies using enterprise registrars
employ it, versus only 7 % using mass-market registrars. Many
Small and Medium-sized Enterprises (SMEs) may not know
or purchase the feature, and some registrars do not actively
promote it [27].

Altogether, Phase 2 requires a holistic defense of the
domain: both technical DNS parameters and administrative

access must be secured, or attackers may gain total control
- with potentially catastrophic outcomes such as fraud, repu-
tation damage, or data breaches.

C. Phase 3: Expired Domains

Domains are typically registered for periods of 1 to 2 years
and must be renewed regularly. If a domain is not renewed
in time, it enters an expiry workflow. The registrar first places
it in a short grace period (typically 30-45 days, during which
the original holder can recover it for a fee), optionally followed
by a redemption period (another ∼30 days, usually with
a higher restoration fee). Finally, the domain is deleted and
released for re-registration [10]. From a corporate perspec-
tive, allowing a domain to lapse is usually unintentional, yet
still occurs frequently, whether through organizational errors
(missed reminder emails, staff changes) or because the name is
deemed no longer important (e.g., after rebranding or project
shutdown). Older corporate domains or those of acquired
subsidiaries are especially prone to ”slipping through” [28].
Once a domain becomes available, attackers have an excellent
opportunity to register and exploit it. Phase 3 therefore shows
the threats posed by expired domains.

T1. Abuse of expired domains for phishing and fraud: A
released domain can be registered by anyone - professional
domain traders (drop-catchers) often run automated scripts
to acquire attractive names the moment they drop. Criminal
actors monitor such drop lists for promising targets. Domains
previously owned by well-known organizations are highly
valuable because they inspire trust. Attackers re-register them
and deploy convincing replicas of the original content to
deceive users. A typical pattern is launching a fake webshop
on a formerly legitimate domain [29]. Brian Krebs [30]
chronicled how a photographer’s lapsed portfolio domain was
re-registered by fraudsters and converted into a counterfeit
sneaker store. Visitors seeking her work unknowingly entered
card details, which criminals harvested and resold. Besides
reputational damage, the photographer lost access to linked
accounts because attackers also seized her former email ad-
dress [29]. Automated renewal management and systematic
SaaS deprovisioning ensure that critical domains never lapse
and that dormant integrations are fully removed after project
shutdowns.

T2. Email and account takeovers: If a company
abandons a domain once used for email addresses (e.g.,
@oldcorp.com), an attacker who re-registers it can intercept
all future mail. They can impersonate the firm, send phishing
mails from the genuine domain, or reset passwords of
existing accounts [31]. Many online services rely on email
for password recovery. If a former employee signed up to a
cloud service with name@oldcorp.com, the new domain
owner can use ”forgot password” to gain access. Researchers
warn that trade secrets can leak or attackers may penetrate
personal accounts of ex-staff [31]. A 2025 report showed
that registering domains of defunct start-ups yielded access to
countless SaaS accounts. Examples included ChatGPT, Slack,
Notion, Zoom, and even HR systems still tied to old email
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addresses [32]. Attackers viewed sensitive data such as tax
forms, payslips, and applicant information [32]. The study
exposed a design problem in single-sign-on: many providers
identify users solely by email domain (the hd claim in Google
OAuth), so a fresh Google account under the captured domain
is treated as the original user [32]. Even without historical mail
access, simply re-creating the address preserves perceived
identity and unlocks accounts [32].

T3. Threats from lingering integrations: Beyond email,
an expired domain may still be embedded in security in-
frastructure. Examples include OAuth redirect URIs or API
callbacks. If such URLs point to a domain later relinquished,
an attacker who captures it can control the OAuth flow. One
case involved an integration using a subdomain of a now-
defunct firm as its OAuth redirect; [32] after researchers
bought the domain, they could masquerade as an authenticated
organization and access data [32]. Likewise, Single Sign On
(SSO) endpoints, API keys, or license servers may rely on the
old domain. Re-using former names thus creates bridges into
previously protected areas that the victim no longer monitors
[31][32].

T4. Drop-catching and domain speculation: Drop-
catching - automated registration of recently expired names
- is not inherently criminal; an entire legitimate industry
resells such domains. Fraudsters, however, also exploit it as
a business model. With little effort, they obtain domains that
already carry trust (user familiarity, positive mail reputation,
inbound links) [29]. These names are then monetized: directly
for phishing or fraud, resold to the original owner (cybersquat-
ting/extortion), or used for spam/SEO [33]. Studies show most
seized domains end up in black-hat SEO networks - injecting
links and redirects to boost dubious sites [33][34].

A headline example illustrating speculative risk oc-
curred in 2021: Google’s official Argentinian domain,
google.com.ar, briefly lapsed and was bought for about
$3 USD by a local web designer [35]. No harm ensued - he
promptly returned it - but the incident shows even a tech giant
can stumble, and the potential impact had an attacker acted
maliciously [35].

Phase 3 therefore focuses on keeping expired domains out
of adversaries’ hands. As shown, both external users (cus-
tomers) and the organization itself (through account takeover)
can fall victim otherwise. For attackers, orphaned domains
are attractive attack platforms, cloaked in legitimacy and
leveraging existing trust relationships.

D. Phase 4: Malicious Re-registration

Phase 4 examines the situation after a domain has been
taken over by a new owner - often an attacker or speculator.
The central question is: How can a captured domain be
exploited or monetized?

T1. Threats from domain speculation and trading:
Some actors register domains merely to resell them at a
profit. In the harmless case, these are generic terms (e.g.,
domaintrading.net) or catchy names awaiting a buyer.
It becomes problematic when speculators register domains

clearly linked to a company or product and then try to sell
them back to the rightful owner - often at inflated prices.
This practice is known as cybersquatting. Victims may feel
extorted into repurchasing the domain to prevent abuse or
protect their brand. Immediately after expiration, fraudsters
can seize a domain and demand a ransom for its return [1].

Large-scale domain parking is another issue: studies show
that a significant share of re-registered or never-used domains
are parked - they host no original content, only ad links,
redirects, or placeholders. According to [33], major parking
providers control hundreds of thousands of such domains.
Besides trademark concerns, parking poses security threats:
parked domains can be repurposed for phishing or malware
without notice, and it is hard for outsiders to judge whether a
parked domain is benign or simply ”waiting” for abuse [33].

T2. Criminal monetization options: Once attackers gain
control of a domain - whether through typosquatting, expi-
ration, or takeover - they acquire a highly valuable asset.
Possible revenue streams include:

Phishing and fraudulent sites: As in Phase 3, a reputable
domain can host convincing phishing pages. Login portals
or data-theft forms seem trustworthy because the URL looks
legitimate. Fake shops are equally common [29][37].

Malware delivery and command-and-control: Attackers
distribute malicious files or run Command-and-Control (C2)
infrastructure for botnets and trojans on the domain. A name
absent from blacklists enjoys better initial reach. Some Sitting
Ducks domains were used for Traffic-Distribution Systems
(TDS), spam, and malware C2 servers [24][29].

Spam and email scams: A freshly registered (or hijacked)
domain can host mail servers to send spam. A legacy corporate
domain may still have a good sender reputation, reducing
filter hits [1][38]. Crime groups deliberately set up mail on
lapsed domains and even used them to seize social-media or
SaaS accounts, as noted earlier [29].

Leveraging residual integrations: If the original organiza-
tion still references the domain in webhooks, OAuth redirects,
or API keys, the new owner can exploit that linkage. Doc-
umented cases show attackers gaining access to enterprise
data by posing as legitimate endpoints [29][32].

Redirects and traffic parking: A subtler yet harmful
tactic is funneling all residual traffic to ad or affiliate sites.
High-traffic domains earn click revenue via automated parking
platforms. While not always illegal, such redirects can tarnish
brand reputation - e.g., a former corporate site suddenly points
to gambling or adult content [29][33].

Overall, Phase 4 demonstrates that attackers have many
ways to profit from a seized domain, whether financially or
within larger campaigns. A domain in hostile hands becomes
a ”weapon” that slips past defenses thanks to its trusted
name. For enterprises, preventing such takeovers must be top
priority, because damage control afterwards is costly. Once
criminals register the domain, recourse is often limited to
lengthy legal action (e.g., a Uniform Domain-Name Dispute-
Resolution Policy (UDRP) proceeding) or an expensive settle-
ment - long after harm may already be done.
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TABLE II. SYSTEMATIC THREAT MAPPING ACROSS DOMAIN LIFE CYCLE
PHASES

Phase Threat (ID) Recent
evidence

Primary
controls

P1 T1
Typosquatting
/ look-alikes

USENIX’14 [4];
NDSS’25 [1]

Defensive
regs; brand
watch

P1 T2 Or-
phaned/published
names

NDSS’23 [18];
Unit 42 [19]

Monitoring;
claims;
cleanup

P2 T1 DNS mis-
config

CISA [23]; In-
foblox [24]

DNSSEC;
CAA; restrict
AXFR; audits

P2 T2 Subdomain
takeover (dan-
gling)

CCS’16 [6];
NSDI’24 [5]

Quarterly
scans [20];
cleanup

P2 T3 Registrar
account
compromise

IMC’22 [25];
The Guardian
[26]

MFA; Registry
Lock; two-
party recovery

P3 T1 Phishing /
fraud on ex-
pired domains

S&P’22 [29];
KrebsOnSecu-
rity [30]

Auto-renew;
renewal
governance;
brand watch

P3 T2 Email
/ account
takeovers

IMC’24 [31];
The Hacker
News [32]

Deprovisioning;
retirement
checklist

P3 T3 Lingering
integrations
(OAuth / SSO
/ API)

IMC’24 [31];
The Hacker
News [32]

Deprovisioning;
OAuth/SSO
audit; key
revocation

P3 T4 Drop-
catching /
speculation

TMA’22 [33];
BBC News [35]

Backorder;
legal (UDRP);
retain redirects

P4 T1 Specula-
tion/parking
abuse

TMA’22 [33];
WIPO [34]

Monitoring;
legal recourse

P4 T2 Criminal
monetization
(phishing / C2
/ spam)

Infoblox [24];
SRLabs [37]

Takedowns;
blocklists;
incident
response

IV. CONCLUSION AND FUTURE WORK

Domains are critical security assets; a life cycle view shows
distinct weaknesses before registration, during operation, after
expiration, and after re-registration.

Derivation: The conclusions synthesize the phase-wise map-
ping in Table II with the structured literature scan in Section II,
answering RQ1-RQ2.

Implications: Domain security must be run as a continuous
program across DNS configuration and registrar governance;
safer defaults by registrars, registries, and CAs reduce systemic
risk.

Recommendations (priority): DNSSEC on apex and crit-
ical zones; CAA; hardened registrar accounts (Multi Factor

Authentication (MFA), Registry Lock, two-party recovery);
scheduled zone hygiene and takeover scans; renewal gover-
nance with deprovisioning.

Limitations: Conceptual, literature-based synthesis without
new measurements; evidence focuses on 2014-2025 English-
language sources; prevalence is out of scope.

Future work: (i) DNSSEC/CAA measurement; (ii) WHOIS-
based re-registration/abuse analysis; (iii) registrar-security de-
faults; (iv) audits of SaaS/OAuth residuals during retirement.
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