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Abstract—As industrial and Operational Technology (OT)
systems face increasing cryptographic demands, including migra-
tion to post-quantum cryptography, the need for crypto-agility
has become critical. However, retrofitting constrained embedded
devices with new cryptographic capabilities is often impeded by
hardware limitations, high certification costs, and operational
complexity. In this work, we propose a modular architecture that
externalizes cryptographic functionality through exchangeable
smart cards. This decouples algorithm support and key storage
from the host platform, enabling secure and flexible upgrades. We
implement and evaluate this concept using resource-constrained
embedded devices and a prototype smart card that supports both
traditional and post-quantum algorithms. Our results demon-
strate that even full cryptographic offloading is feasible with the
constraints of OT environments and that the resulting overhead
remains acceptable in typical deployment scenarios. We further
analyze the security of the interface between the host and the
smart card and outline protection mechanisms based on secure
channels suitable for OT deployment.
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I. INTRODUCTION

The importance of robust security in Operational Tech-
nology (OT) environments has increased significantly. As
industrial systems become increasingly interconnected, they
face a growing threat landscape that demands proactive and
future-proof security measures [1][2]. At the same time, the
impending introduction of Post-Quantum Cryptography (PQC)
is becoming not only a technical necessity but also a regula-
tory requirement [3]-[5]. This transition poses considerable
challenges for many existing OT systems, particularly those
characterized by legacy hardware and limited upgradability.

While software-based cryptographic updates are often tech-
nically feasible, they are frequently avoided in practice due
to the high cost and complexity of device recertification
processes. Furthermore, many OT devices are constrained
in terms of processing power and memory capacity. As a
result, deploying newer and more computationally demanding
cryptographic algorithms is often impractical without signifi-
cant hardware modifications. Yet, Crypto-Agility, the ability to
rapidly adopt and switch between cryptographic primitives and
protocols, is increasingly considered a significant requirement
in security architectures of OT systems [6].

Public-key cryptography and Public-Key Infrastructures
(PKIs) are fundamental to many essential security features,
such as authentication, encryption, and digital signatures.
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However, managing cryptographic keys in a secure and scal-
able way remains a complex task. Bootstrapping trust, securely
storing private keys, and maintaining PKIs are non-trivial
challenges, particularly when device manufacturers and system
operators are distinct entities, with operators often lacking
deep cryptographic expertise. Dedicated hardware-based se-
curity tokens, such as Hardware Security Modules (HSMs),
Secure Elements or Trusted Platform Modules (TPMs), are
a proven solution for secure key storage, offering tamper-
resistant environments for sensitive operations [7]. However,
in Embedded and OT environments, such tokens are typically
deployed as soldered chips within a device, inheriting the
upgrade issues.

Smart Cards as an exchangeable form of dedicated security
tokens have been widely adopted in various domains, such as
corporate IT, healthcare, and eGovernment, for user authenti-
cation and secure key storage. These devices offer an attractive
balance between strong security guarantees and deployment
flexibility. By externalizing key storage and key management
functions from a host device, smart cards simplify the overall
system architecture and reduce the complexity of security-
critical software updates. This separation would be particularly
valuable in OT contexts, where partial hardware upgrades
(e.g., inserting a new smart card) could provide support for
modern cryptographic algorithms without requiring intrusive
modifications to the host device. Pre-installing cryptographic
material, such as keys and certificates, on smart cards further
simplifies the bootstrapping process.

To address the challenges of upgrading cryptographic capa-
bilities in OT environments, we propose an architecture based
on exchangeable smart cards. By decoupling key management
and algorithm support from the host device in a modular
way, smart cards provide a path toward crypto-agility, enabling
gradual migration to modern cryptographic standards without
requiring deep changes to existing hardware or firmware, while
potentially easing device recertification. The main contribu-
tions of this work are:

1) Algorithm Agnosticism: Our approach allows the adop-
tion of new cryptographic algorithms without requiring
their implementation on the host device, reducing com-
plexity and easing certification.

2) Flexible Key Deployment: Our approach enables secure
provisioning of trust anchors, certificate chains, private
keys, and symmetric pre-shared keys.
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3) Evaluation on Constrained Devices: We demonstrate and
evaluate deployment on resource-constrained hardware.

4) OT-Specific Security Analysis: We assess the architec-
ture’s security against the unique threats and constraints
of OT environments.

The remaining paper is structured as follows. In Sec-
tion II, related work is discussed. Section III then presents
our approach on using exchangeable smart cards for crypto-
agility. This is followed by a description of our technical
implementation in Section IV and the evaluation on resource-
constrained devices in Section V. Furthermore, Section VI
presents a security analysis of our approach and proposes pos-
sible solutions. Finally, the paper is concluded in Section VII.

II. RELATED WORK
A. Key-Management and Bootstrapping

The secure deployment and renewal of cryptographic cre-
dentials in distributed systems, such as OT and IoT, has
been a long-standing challenge. Various protocols, such as
EST [8], ACME [9], or SCEP [10], have been developed
to automate certificate enrollment within PKI infrastructures.
Furthermore, the protocol BRSKI [11] and its extension for
alternative enrollment protocols BRSKI-AE [12] enable secure
bootstrapping of new devices into an existing PKI. Recent
research has proposed improvements to make PKI automation
more applicable to constrained environments such as OT.
These include improved architectural concepts, namely zoned
segmentation, decentralized trust anchors, and communication
improvements such as more lightweight protocols or com-
pact certificate encodings to reduce overhead in industrial or
embedded contexts [13]-[17]. However, the implications of
these automation functionalities on crypto-agility are not yet
covered explicitly in the literature. In addition, factory-based
provisioning techniques using device-unique secrets have been
explored to facilitate secure bootstrapping of identity and key
material in IoT deployments [18][19].

B. Hardware Offloading of Secrets in OT and loT

The use of dedicated hardware components to secure long-
term secrets is well established. TPMs, smart cards, and
HSMs are commonly used to protect private keys against both
physical and logical attacks. These technologies are widely
deployed in TLS-based systems, including those targeting
industrial and IoT applications [20]-[24]. All works consider
the improved protection of long-term secrets as the main
advantage of such offloading, without elaborating on the
influence on crypto-agility.

In particular, the work of Urien has explored the integration
of smart cards across various use cases [25]-[30]. These efforts
demonstrate the scalability and modularity of smart card-based
security tokens when used for identity management and key
protection. However, these approaches often rely on highly
specialized or proprietary interfaces, leading to significant
integration overhead into security libraries. Furthermore, the
topic of crypto-agility is not directly addressed in his works.

C. Other Approaches for Crypto-Agility

In [6], crypto-agility challenges and solution approaches
specific to OT systems are investigated, with a particular
focus on hardware-based approaches. Among the promising
solutions for enhancing cryptographic flexibility in OT envi-
ronments are Field-Programmable Gate Arrays (FPGAs) and
SmartNICs. FPGAs allow in-field reconfiguration of cryp-
tographic functions, enabling updates to algorithms without
replacing hardware components. This is especially important
for inert systems with long upgrade cycles. Similarly, for some
device types, SmartNICs offer a way to offload cryptographic
operations from host devices to programmable network in-
terfaces, reducing the load on host systems while enabling
support for new algorithms. However, while these technologies
offer significant potential for crypto-agility, their applicability
in OT is limited by integration complexity and cost.

III. CRYPTO-AGILITY USING SMART CARDS

In this section, we elaborate on the improvements for
crypto-agility by decoupling security functionality from host
hardware onto smart cards. First, Subsection III-A outlines
how such tokens are integrated into devices. Then, the crypto-
agility enhancements are presented in Subsection III-B.

A. Smart Card Integration

The integration setup of a smart card into a host device is
depicted in Figure 1. Smart cards can be connected to host
systems via various physical interfaces, such as ISO7816-
3 [31] (typically in SIM card ID-000 form factor), I2C or SPI
(for circuit-level integration), USB (via external readers and
the CCID protocol), or embedded within secure SD cards.
Regardless of the interface, communication typically follows
the ISO 7816-4 standard [32] using Application Protocol Data
Units (APDUs) to send commands and receive their responses.

Host-Device

Application

Security Library

1SO7816-4
APDUs

Smart Card
= o
(. 4

Figure 1. Integration of a smart card into a host device via middleware and
standardized interfaces.

Smart Card
Middleware

To abstract the low-level details of APDU communication,
the host device typically uses a middleware layer that inter-
faces with the smart card and exposes a standardized API to
applications. One widely adopted standard is PKCS#11 [33],
which defines a common and generic interface for accessing
cryptographic tokens. Through this interface, cryptographic
artifacts, such as public and private keys, certificates, or sym-
metric pre-shared keys (PSK), are managed as opaque objects.
Operations, e. g., signature generation or data encryption, are
invoked through this abstraction and executed on the token
without exposing sensitive material to the host.
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In typical deployments, a security library, such as one that
implements TLS or other protocols for secure communica-
tions, interacts with the middleware to utilize smart card func-
tionality. The middleware then translates PKCS#11 operations
into card-specific APDUs. While manufacturers often provide
proprietary middleware specifically for their products, there
are also vendor-neutral implementations that support a wide
range of smart cards [34].

Smart cards are usually pre-provisioned before their deploy-
ment. They may already contain keys, certificates, or other
cryptographic material necessary for the device’s operation.
Importantly, from the perspective of the application, the inte-
gration is mostly transparent. After initialization, operations
reference specific objects on the card using identifiers or
labels, enabling a modular and loosely coupled design.

To ensure secure access to stored cryptographic material,
smart cards typically enforce access control mechanisms. The
most common protection method is the use of a personal
identification number (PIN), which must be presented by the
host device to authenticate and authorize access to the card.
Only after successful verification of the PIN is the host autho-
rized to perform operations on protected objects, including the
use of private keys or the modification of stored certificates.
Furthermore, many cards delete their secret data after a specific
number of invalid PIN entries. These mechanisms ensure that
unauthorized usage is prevented even if the card is stolen. A
thorough security discussion is conducted in Section VI.

Finally, the use of pre-personalized smart cards for specific
devices also provides a practical solution to the challenge
of provisioning device-unique cryptographic secrets during
manufacturing. This approach eliminates the need for key
generation and injection on the factory floor, streamlining
production while maintaining strong security guarantees.

B. Enhancing Crypto-Agility through Smart Cards

The use of smart cards for storing and operating on cryp-
tographic material significantly enhances the cryptographic
resilience of OT systems. Long-term artifacts, such as private
keys, certificates, or PSKs, can be stored securely on the
smart card. These secrets remain non-extractable, and all
sensitive operations are executed directly on the card. This
architecture protects against unauthorized access or tampering
and simplifies the management of cryptographic assets.

Smart cards are well-suited for the operational realities of
OT environments. They enable secure provisioning during
manufacturing, support lifecycle operations such as credential
renewal or revocation, and reduce the operational burden on
field devices. Furthermore, their use aligns well with estab-
lished maintenance workflows and regulatory requirements in
the OT domain (e.g., IEC 62351 for the energy grid [35] or
IEC 62443 for industrial systems [36], in which hardware-
based security is prescribed for specific security levels).

Beyond their role in secure storage, smart cards offer
significant advantages in enhancing the crypto-agility of OT
systems due to their physical exchangeability. When crypto-
graphic credentials need to be updated (e.g., due to expiry,

compromise, or organizational changes), the smart card can
be replaced without modifying the host device or its software,
assuming the new card provides compatible artifacts with the
same identifiers. Even when new identifiers are introduced,
only minimal reconfiguration is required.

Support for new cryptographic algorithms can also be added
via updated smart cards. In such cases, the host system does
not need to implement the new algorithm itself. Instead, it
must support the smart card interface to invoke the desired
functionality. Typically, this involves updating the host mid-
dleware to a version that supports the new APDUs and extends
the PKCS#11 interface accordingly. Security libraries interfac-
ing via PKCS#11 usually require only minor adjustments to
leverage these extensions due to the generic nature of the API.

This model allows OT devices to adopt new cryptographic
standards, such as PQC algorithms, with minimal software
changes, streamlining integration and reducing the scope of
costly recertification. Since smart cards and their operating
systems are often certified as platforms under established secu-
rity standards (e. g., Common Criteria [37] or FIPS 140 [38]),
their integration into existing systems allows manufacturers
and operators to reuse these platform certifications within a
composite product evaluation of the complete device (host +
smart card). As a result, recertifications after modifications
to the smart card or the middleware on the host can be
much simpler and faster compared to the deployment of the
cryptographic functionality solely in software on the host.
This significantly reduces both development and compliance
overhead, particularly in regulated environments often found in
OT. Furthermore, by isolating cryptographic operations from
the application logic, smart cards offer a clean separation of
concerns, which simplifies security audits and enables clearer
security boundaries in system designs. In the context of long-
lived OT deployments, this modular approach supports phased
upgrades of cryptographic functionality, allowing systems
to remain secure and standards-compliant throughout their
lifetime. However, each modification of the middleware or
the card application interface requires re-evaluation of the
composed product, which can limit the extent of certification
reuse. In practice, this means that compatible middleware
and timely vendor support for new cryptographic features are
essential for realizing these benefits.

An alternative to PKCS#11 is the more recently introduced
Generic Trust Anchor API (GTA-API) [39]. This API provides
a higher-level abstraction between cryptographic applications
and the underlying trust anchors. Unlike PKCS#11, which
requires applications to be updated with new identifiers or
mechanisms when supporting new cryptographic algorithms,
the GTA-API offers algorithm-agnostic integration. This en-
ables applications, such as TLS libraries, to transparently
benefit from updated smart card capabilities without requiring
code changes. This also further decreases the need for recertifi-
cation due to reduced host-side software changes. While GTA-
API holds promise for improving crypto-agility even further,
its software ecosystem is still emerging, and integration into
production environments remains future work.
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IV. IMPLEMENTATION

To demonstrate the practical viability of our proposed
crypto-agility enhancement, we implemented a migration sce-
nario from traditional public-key cryptography to PQC on
embedded OT devices. This scenario leverages the smart
card-based integration architecture described in Section III,
allowing cryptographic capabilities to be updated and extended
without modifying the host application or firmware. The
selected use case involves secure communication over the TLS
protocol, which is representative of widely deployed security
solutions in industrial and critical infrastructure environments.

Our implementation includes two classes of target devices
that reflect the heterogeneity of real-world OT deployments.
The first group comprises microprocessor-based platforms
running a full Linux operating system. The second group con-
sists of resource-constrained microcontroller-based systems
running a real-time operating system (RTOS). In both cases,
the devices act as host platforms connected to a smart card,
according to the architecture of Subsection III-A.

On each host, a middleware exposes a PKCS#11 interface
to the TLS application and handles the low-level APDU
communication with the smart card. To support PQC algo-
rithms, our implementation is based on the new version 3.2
of the PKCS#11 standard [33], which introduces identifiers
and mechanisms for newly standardized PQC algorithms ML-
KEM, ML-DSA, and SLH-DSA. The support in application
code for this version was implemented as part of this work.

On the application side, we selected WolfSSL as the TLS
library due to its ability to scale across a wide range of
hardware, from low-end microcontrollers to high-performance
embedded systems, and its established support for PKCS#11
integration. We extended WolfSSL with support for the new
version 3.2 interface and incorporated PQC support for the
algorithms ML-KEM and ML-DSA. These extensions enable
the library to offload sensitive cryptographic operations to the
smart card without exposing private key material to the host.

For the middleware layer, we used a prototype imple-
mentation provided by Eviden that supports PKCS#11 v3.2
features, including integration with PQC-enabled smart cards.
The PQC-capable smart card itself is a prototype developed
by Eviden. The interface between this card and the host is
based on ISO 7816-3. It supports both traditional cryptographic
algorithms (RSA, ECC) and selected PQC algorithms (ML-
KEM and ML-DSA). This coexistence of legacy traditional
and quantum-safe algorithms on the same platform demon-
strates the ability to support a phased migration strategy, a
core aspect of crypto-agility in OT deployments.

In addition to support for public-key cryptography, the
system also enables the use of symmetric PSKs stored on the
smart card. This feature is particularly relevant for use cases
requiring an additional layer of security besides public-key
cryptography. For TLS integration, the smart card performs
key derivation using the PSK object, as required by the TLS
1.3 key schedule. A detailed analysis of PSK integration using
external security tokens is presented in [40].

To evaluate the system in practice, we developed lightweight
TLS client and server applications that utilize the smart card
for various cryptographic operations during the handshake:

o All trusted root certificates are retrieved from the smart
card and used as trust anchors for peer authentication.

o« A complete certificate chain, consisting of an entity
certificate and required intermediate certificates, is read
from the card for identity presentation.

o The private key corresponding to the entity certificate is
used for handshake signature generation. To ensure that
the key remains protected, the TLS handshake transcript
(the data to be signed for the handshake signature during
authentication) is sent to the smart card, which performs
the signing operation internally and returns only the
resulting signature.

¢ If required, the smart card also provides a symmetric PSK
for use in the TLS key schedule, computing a session
secret without revealing the underlying key material.

In the current implementation, all certificates, both roots
and the device chain, are retrieved from the smart card
during system initialization and cached in host memory for
use during the TLS handshake. As these certificates contain
only public data, their potential exposure through a host
vulnerability does not present a confidentiality risk. However,
storing them in host memory increases the potential attack
surface, as compromised or vulnerable host software could
tamper with these artifacts. A more secure approach would
involve retrieving the certificate chain on demand during the
TLS handshake, thereby reducing the window of exposure.
Additionally, the signature verification for peer authentication
using a root public key should ideally be performed directly
on the smart card, preventing the trust anchors from ever being
exposed to or manipulated by the host. However, realizing such
functionality requires significant modifications to the WolfSSL
library and is therefore left for future work.

The host-side software stack has been implemented for two
environments: Linux and the embedded RTOS Zephyr. On
Linux, the system interfaces with the smart card via USB using
the standard CCID protocol. On embedded platforms running
Zephyr RTOS, the smart card is accessed directly through the
ISO 7816-3 interface. Both implementations are functionally
equivalent and demonstrate that the proposed architecture
is suitable for a range of hardware classes typically found
in OT systems. This hardware-agnostic approach illustrates
the effectiveness of smart card-based decoupling, allowing
cryptographic upgrades and algorithm changes to be realized
without significantly modifying the host software stack. As a
result, long-term maintainability is significantly improved.

Finally, custom PKI tooling was developed to support provi-
sioning and bootstrapping tasks. This includes the generation
of PQC key pairs and X.509 certificates directly on the smart
card prototype, enabling secure device initialization without
exposing sensitive material outside the token. In the future, this
functionality must be integrated into established PKI systems
to use PQC-enabled smart cards in production environments.
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V. EVALUATION AND FEASIBILITY ASSESSMENT

To assess the practical feasibility of our smart card-based
crypto-agility architecture, we evaluate the performance im-
pact of using an external smart card for cryptographic op-
erations in a typical OT deployment scenario. In line with
common OT communication patterns, where long-lived se-
cure connections are typical, we emphasize that connection
establishment and initialization occur infrequently. Therefore,
our evaluation aims to demonstrate that the overhead intro-
duced by smart card offloading remains acceptable for various
typical OT applications. The following subsections detail our
measurement setup and present results for handshake time,
memory usage, and initialization time, which are critical for
constrained embedded systems.

A. Measurement Setup

All measurements are conducted on the microcontroller
(MCU) STM32H743ZI from STMicroelectronics (ARM Cor-
tex M7, 480 MHz clock), running Zephyr RTOS version 4.2.
Two smart cards from Eviden are used (ID-000 SIM card form
factor), connected via an ISO 7816-3 interface directly to the
MCU: the commercial CardOS DI V5.3, which is only capable
of traditional public-key cryptography, and the prototype of
the new CardOS V8 smart card with PQC support mentioned
in Section IV. By using both smart cards for the traditional
measurements, the possible improvements through upgrading
a card in the field while using the same algorithm are shown.

For traditional public-key cryptography, the SECP256R1
elliptic curve is used (“ECC”), while ML-DSA 44 serves
as the representative PQC algorithm (“PQC”). The certifi-
cate infrastructure consists of a hierarchical PKI with a root
certificate authority (CA) and a single intermediate CA that
issues device (entity) certificates, resulting in a three-element
certificate chain. In all configurations, the TLS key exchange
uses traditional ECDHE with the SECP256R1 curve.

B. TLS Handshake Time

TLS handshake time is measured in a mutually authenti-
cated setup, with the MCU acting as the TLS server and the
client being a Raspberry Pi 4 running Linux (Raspberry Pi
OS Lite, kernel 6.12). The client uses software-only artifacts,
while the server is evaluated in three configurations:

1) Software-only (“SW-only”): All cryptographic opera-

tions are executed in software on the MCU.

2) Card-signing: The TLS handshake signature is com-
puted on the smart card; verification of peer certificates
is performed on the MCU.

3) Full offload: All signature generations and verifications
(three per handshake) are delegated to the smart card.

Table I summarizes the measured time-to-first-byte (TTFB)
values across all test configurations. Each value represents the
average of 100 handshake runs within an isolated network with
a round-trip time of about 0.3 ms, measuring the time from the
start of the handshake to the receipt of the first application-
layer byte on the client side.

TABLE I. TTFB RESULTS FOR ECC AND PQC (IN MILLISECONDS).

Setup SW-only Card-signing Full offload
ECC (V5.3) 2292 221.43 3619.67
ECC (V8) ’ 137.78 2961.33
PQC 49.19 453.52 4148.81

The software-only configuration provides a performance
baseline for each cryptographic algorithm. As expected, the
TTFB increases when cryptographic operations are offloaded
to the smart card. The card-signing configuration introduces
moderate latency as the handshake transcript must be trans-
mitted to the smart card, and the generated signature is
read by the host. The full offload configuration adds a large
additional delay, since in addition to signing, all peer signature
verifications are delegated to the card. These operations require
importing the peer’s public keys, verifying the signatures, and
removing the imported keys again, adding several round-trips
over the card interface in addition to the computations.

The ECC setup consistently shows lower latency than PQC
across all configurations. This difference reflects the higher
processing requirements and larger data sizes associated with
PQC, especially in its current state of maturity. While ECC
benefits from decades of optimization and mature hardware-
supported implementations, PQC support is still emerging. The
current PQC smart card prototype relies on pure software
implementations for PQC algorithms. Additionally, PQC ar-
tifacts, such as signatures and public keys, are significantly
larger, further contributing to transmission and processing
delays. Nevertheless, the results demonstrate that even full
offload of PQC operations is technically feasible and remains
within acceptable bounds for many OT applications, where
handshakes occur infrequently and connections are long-lived.

In addition, the reduced ECC measurement results for
the newer prototype smart card indicate the potential future
improvements possible through an agile system architecture
using exchangeable smart cards. Only by upgrading to a newer
smart card generation without any software changes (as long
as the artifacts on the card use the same identifiers as on the
old one), performance can be improved substantially. This
also indicates that the currently larger latency of the PQC
algorithms will be reduced in the future.

C. Memory Overhead

The peak heap memory usage during the TLS handshake
execution is shown in Table II, measured on the MCU plat-
form. For both the commercial smart card and the prototype,
the same middleware is used. One of the expected advantages
of smart card-based cryptography is the ability to offload com-
putation and reduce memory pressure on the host. However,
the current implementation of the middleware has not yet been
optimized for resource-constrained embedded deployment. As
a result, the measured peak memory usage in the smart card-
based configurations is noticeably higher than in the software-
only baselines, which are well optimized by WolfSSL for
embedded targets.
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TABLE II. PEAK HEAP MEMORY USAGE (IN KB).

Configuration Peak RAM
ECC - Software-only 20.664
ECC - Full offload 36.320
PQC - Software-only 50.832
PQC - Full offload 67.496

The increased memory footprint is primarily attributed to
internal buffering, data marshalling, and generic logic within
the middleware. These aspects are expected to be significantly
reduced through tailored memory management, removal of un-
necessary buffers, and streamlined protocol logic. Importantly,
the long-term benefits of the smart card-based approach remain
valid even with current results and are expected to improve as
the implementation matures.

D. Initialization Latency

Finally, Table III shows the initialization latency for both
ECC and PQC setups on the MCU platform. This includes
middleware startup, smart card initialization, and sequential
certificate readout (root, intermediate, and entity certificates).

TABLE III. INITIALIZATION LATENCY (IN MILLISECONDS).

Algorithm  Duration
ECC (V5.3)  999.47
ECC (V8) 859.68
PQC 2920.36

In the SW-only setup, initialization takes less than 1 ms for
both algorithms. The difference between the ECC variants
again indicates improvements through a newer smart card.
The large increase in the PQC setup is mainly due to the
significantly larger size of PQC artifacts transmitted through
the slow ISO 7816-3 interface. For instance, the PQC entity
certificate is around 4182 bytes, compared to just 590 bytes for
ECC. Nonetheless, initialization occurs only once per system
boot or after a smart card replacement, making it a rare event in
OT environments. Given this infrequency, the added latency is
acceptable and does not affect ongoing runtime performance.

E. Summary

The evaluation confirms that the use of exchangeable smart
cards for cryptographic operations in TLS is feasible on
resource-constrained embedded OT devices. While the use of
smart cards introduces additional latency during handshake
and initialization, these overheads are bounded and accept-
able in many OT environments in which secure sessions are
long-lived, devices rarely reboot, and safety considerations
permit it. The results further demonstrate that even PQC
algorithms can be integrated via smart cards without requiring
host-side cryptographic implementations. Although the current
performance results for PQC are worse than those of ECC
due to the unoptimized state of the implementations, future
adjustments are expected to improve performance. Overall, the
findings validate the practical viability of achieving crypto-
agility through smart cards in constrained OT deployments.

VI. SECURITY CONSIDERATIONS

The proposed smart card-based crypto-agility architecture
significantly improves modularity and hence longevity in OT
systems. However, the use of exchangeable smart cards con-
nected to host devices also introduces new security challenges,
particularly when the interface between the host and the smart
card is left unprotected. This section analyzes the resulting
threat landscape (Subsection VI-A), outlines mitigation strate-
gies (Subsection VI-B), and discusses the achieved security
level with extended protections in place (Subsection VI-C).

A. Threat Model

We consider a representative OT deployment in which
multiple devices communicate over secure channels, such as
TLS. Each device participates in a PKI and contains root
certificates, a device-specific certificate chain, and a private
key. Optionally, one or more symmetric PSKs may be used.
All cryptographic artifacts are stored on a smart card attached
to the host device. We assume that the smart card’s internal
storage is secure, with its tamper resistance being evaluated
and certified, and that direct extraction or manipulation of its
contents is infeasible.

The smart card serves as the secure execution environment
for cryptographic operations, including digital signatures using
private keys and symmetric key derivation based on PSKs,
and enables peer authentication, either via certificate-based
trust anchors or through possession of symmetric PSKs. An
attacker’s primary goals are to compromise this setup by

o Extracting private keys or PSKs stored on the smart card,

o Modifying trusted root certificates or identity-related data
on the card,

« Breaking message integrity or impersonating one peer to
enable eavesdropping or man-in-the-middle attacks.

The currently considered setup relies on PIN-based ac-
cess control: the host device must present a shared PIN
to the smart card to enable the retrieval or use of stored
cryptographic artifacts for operations such as key exchange,
authentication, or signing. However, this mechanism exhibits
a critical security flaw. While the PIN may be stored in a
secure storage within the host, it is transmitted in plaintext
via APDUs during runtime. A local attacker with access to the
communication interface between host and card can eavesdrop
on the PIN, allowing unauthorized access to the smart card and
its stored artifacts. As a result, we identify the following attack
scenarios:

1) Communication Tampering: An attacker intercepts and
modifies the APDU messages between the host and the
smart card. This allows the attacker to forge operations,
such as generating signatures for malicious data or
substituting data read from the card (e. g., certificates).

2) Smart Card Theft: If the smart card is physically re-
moved from the host and connected to a malicious
device, the attacker can use its credentials to impersonate
the original device (host + smart card) in the network.
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3) Malicious Smart Card Insertion: A manipulated smart
card is inserted into the host device. This card may be
programmed to leak secrets or respond incorrectly to
authentication or signing requests.

These threats highlight the need for a secure association
between the host and the smart card, as well as protected
communication between them. For our elaborations in the fol-
lowing section, we assume that such a pairing process can be
performed within a trusted provisioning environment, enabling
the deployment of suitable cryptographic mechanisms.

B. Secure Pairing between Host and Smart Card

To mitigate the threats described above, we propose to estab-
lish a cryptographic coupling between the host and the smart
card during a secure pairing process. This approach prevents
unauthorized hosts or smart cards from being accepted and
protects the integrity and confidentiality of all communications
between them. Our design is based on two main requirements:

e Mutual Authentication: During each session, the host and
the smart card must authenticate each other to prevent
impersonation or rogue device usage.

o Secure Channel Establishment: All APDU exchanges
must be cryptographically protected to guarantee message
authenticity, integrity, and confidentiality.

To achieve this, the host and the smart card are provisioned
with a shared symmetric secret during the secure pairing
phase. This secret is then used to derive ephemeral session
keys for authenticated encryption of APDU traffic. Further-
more, knowledge of the session keys derived from this secret
implicitly authenticates both peers. Public-key cryptography
could alternatively be used to establish mutual trust, but man-
aging host-side key material reintroduces the complexity that
our smart card-centric design seeks to avoid. Therefore, we
prefer symmetric approaches for simplicity and performance.

Two standardized protocols are suitable for this purpose,
which are already available in various commercial products:

o Secure Channel Protocol 03 (SCP03) [41]: Widely
adopted in commercial smart cards, SCP03 uses static
PSKs to derive session keys for message encryption and
authentication. It does not require public-key cryptogra-
phy and has been formally verified for security [42].

o Password Authenticated Connection Establishment
(PACE) [43][44]: Originally developed for elDs and
ePassports, PACE maps a user-provided password (or
PIN) to a session key using a combination of symmetric
and ephemeral public-key cryptography. While more
complex and reliant on public-key operations, PACE has
also been formally proven secure [45][46]. However, it
requires adaptation for use with PQC algorithms [47][48].

Among these, SCP03 provides a lightweight and efficient
solution that aligns well with the constraints and goals of OT
environments. It supports symmetric authentication, message
encryption, and integrity protection without introducing asym-
metric key management overhead. In contrast, PACE offers
comparable security guarantees, especially if adapted for PQC

in the future, but comes with significantly higher complexity
due to its use of ephemeral public-key cryptography and more
comprehensive protocol steps. While technically feasible, this
added complexity makes PACE less attractive for resource-
constrained OT systems where simplicity, footprint, and inte-
gration effort are critical design considerations.

C. Resulting Protection Level

By integrating a secure communication protocol between
the host and the smart card, sensitive APDUs can be cryp-
tographically protected. Protocols like SCPO3 and PACE are
supported by many commercial smart card platforms, allowing
integration into the described architecture with only moderate
implementation effort. As a result, communication tampering
is impossible, and an attacker is prevented from using a stolen
smart card in a malicious device or inserting a malicious smart
card, as long as the shared symmetric secret is protected.

Although the secure channel protocols introduce additional
processing overhead due to the protection of each exchanged
APDU, the impact on overall system performance is expected
to be minimal. Since they rely solely on symmetric cryptog-
raphy, the computational cost is low. Furthermore, the limited
speed of the host <> smart card interface further renders the
cryptographic overhead less influential compared to the latency
of the communication.

Regarding the protection of the shared symmetric secret,
the secure internal storage of the smart card is considered
secure, ensuring that its stored artifacts remain confidential
and tamper-resistant. However, it is assumed that the pairing
process itself is performed in a trusted environment. In prac-
tice, this assumption may not always hold: while some OT
setups allow for secure provisioning before or even after initial
deployment, others might require pairing in less controlled
field environments. The design of pairing mechanisms that
remain secure under such operational constraints represents an
important challenge for future research. For the scope of this
work, we neglect the detailed pairing process and focus on the
security properties once a trusted pairing has been established.
In total, overall system security now depends on the protection
of the shared symmetric secret on the host.

Modern embedded platforms often include secure storage
capabilities within their SoCs. While typically less robust
and less rigorously certified than smart card storage, these
mechanisms still raise the attacker’s cost significantly. Physical
access and dedicated setups for side-channel measurements
are usually required to extract keys from host memory [49]-
[51], and such intrusions are infeasible during normal device
operation. In addition, in OT systems, unexpected downtime
or physical tampering is likely to trigger rapid alerts or
inspections. This further raises the bar for a successful attack.

In summary, the proposed protection scheme eliminates the
transmission of PINs in plaintext, ensures mutual trust between
the host and the smart card, and protects all exchanged
messages. The resulting system achieves crypto-agility, en-
abling modular upgrades and long-term maintainability in OT
environments without expanding the attack surface.
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VII. CONCLUSION AND FUTURE WORK

This paper introduced a smart card-based architecture to
enable crypto-agility in OT systems. By decoupling crypto-
graphic algorithm support and key management from the host
device, our approach addresses the challenges of deploying
modern cryptography, such as PQC, on constrained and long-
lived embedded platforms.

We demonstrated that new cryptographic algorithms can be
integrated without requiring host-side implementation, sup-
porting algorithm agnosticism and reducing the scope for
recertification. Our architecture supports flexible deployment
of cryptographic artifacts, including both asymmetric key
pairs and symmetric keys, using standardized APIs and pre-
personalized smart cards. We validated the approach through
practical implementation on resource-constrained microcon-
trollers and showed that handshake latency and memory usage
remain acceptable in common OT scenarios. Finally, we con-
ducted an OT-specific security analysis, addressing the risks
of smart card exchangeability and proposing secure pairing
mechanisms between hosts and smart cards.

Future work will explore the integration of commercially
available smart cards to replace the current prototype and
extend support to additional cryptographic algorithms and for-
mats. The implementation of secure communication protocols,
such as SCP03 and PACE, together with the creation of the
secure pairing process, will further strengthen the protection
of sensitive operations between the host and the smart card.
Additionally, the emerging GTA-API offers a promising ab-
straction to simplify application-side integration and will be
investigated as a next step toward maximizing crypto-agility.
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