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Abstract—As smart healthcare services rapidly evolve, ensuring
user privacy has become a critical concern. While prior research
has focused extensively on technical solutions, the user perspective
on privacy protection remains underexplored. This study addresses
that gap by examining how users perceive both technical and
organizational privacy protection measures across four smart
healthcare service types: wearable devices, mobile health apps,
telehealth platforms, and medicine delivery systems. Through a
qualitative survey, the study uncovers a duality in user perceptions.
Positive perceptions relate to multi-layer technical safeguards,
regulatory oversight such as General Data Protection Regulation
(GDPR), Health Insurance Portability and Accountability Act
(HIPAA), and proactive provider practices, such as transparent
privacy policies and breach responses. On the other hand,
negative perceptions center on lack of transparency, limited user
control, forced consent to privacy terms, and both cognitive
and operational barriers to engaging with privacy features.
These findings reveal a critical imbalance in user-provider
power dynamics and call for user-centric privacy strategies
that balance protection with usability. The study contributes
to theoretical advancements in privacy calculus, Technology
Acceptance Model (TAM), and Unified Theory of Acceptance
and Use of Technology (UTAUT) by refining constructs, such
as perceived control, facilitating conditions, and transparency.
Practical recommendations are offered to guide more inclusive,
adaptable, and empowering privacy solutions in smart healthcare
contexts.

Keywords-privacy protection measures; privacy-preserving tech-
niques; smart healthcare; users’ perception.

I. INTRODUCTION

Smart cities embody the integration of digital technologies
into urban systems, with smart healthcare emerging as a
key sector. By leveraging sensors, Internet of Things (IoT)
devices, and data analytics, smart healthcare aims to enhance
service delivery and quality of life, particularly in response
to urbanization challenges such as population growth [1]-
[4]. Users are central to this ecosystem, both as data con-
tributors and service beneficiaries. However, the diverse and
sensitive nature of the data collected, particulary personal
health data—necessitates robust privacy protection. Healthcare
has become a primary target for data breaches, leading to
heightened privacy concerns and user avoidance behaviors
that hinder adoption and effectiveness [5]-[11]. This study
focuses on users’ perceptions of privacy protection in smart
healthcare, particularly in terms of technical (e.g., encryption)
and organizational (e.g., privacy policies) measures. Given their
role as data owners, patients’ engagement is vital to the success
of smart healthcare services [12][13]. However, despite the
availability of privacy-preserving technologies like blockchain,
homomorphic encryption, and secure multi-party computation,

users often lack awareness or confidence in these tools. The
effectiveness of such measures is influenced not only by their
technical strength but also by users’ psychological perceptions
of security [10][13][14][15].

User perceptions—shaped by factors such as perceived
control, information risk, and expected societal bene-
fits—significantly influence their willingness to disclose data
and use smart healthcare services [16][17][18]. Technology
acceptance models like UTAUT have been used to explore
these dynamics, showing that while users recognize the
benefits of digital health services, privacy and trust issues
remain critical barriers to adoption [19][20]. These concerns
are not just technical but deeply human, highlighting the
need to bridge the gap between system design and user
expectations. Despite growing attention, many studies still
overlook the user’s perspective on privacy protection. Limited
awareness, passive consent, and a lack of empowerment
persist due to the unequal power dynamics between users
and service providers [13][21][22]. Effective communication
of data protection measures is lacking, preventing users from
making informed privacy decisions [23][24]. To advance smart
healthcare adoption, future systems must prioritize transparency,
user education, and privacy frameworks that align with user
preferences and perceptions. This study aims to contribute by
deepening the understanding of these user-centered concerns
and informing more inclusive privacy strategies. To help users
better protect and control their privacy, it is essential to improve
the communication of privacy protection measures to users and
raise their privacy awareness. The first step in this process is
ensuring they perceive the privacy measures in place. Thus,
it is crucial to address the research problem underlying this
paper, namely, to understand users’ perceptions of privacy
protection measures in smart healthcare services. The paper
is organized as follows. Section II outlines related work,
theoretical foundations, and the research methodology. Section
III presents the results, Section IV discusses their implications,
and Section V concludes with key insights and future directions.

R.Q: How do users perceive privacy protection measures
in smart healthcare services? The study aims to explore users’
concerns and expectations when perceiving privacy protection
measures in smart healthcare services. Understanding users’
nuanced feelings is essential for designing privacy safeguards
that are user-oriented, ensuring better alignment with users’
privacy needs.
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II. RESEARCH BASELINE

Smart healthcare has emerged as a response to the
increasing strain on traditional healthcare systems caused by
population growth and rising disease prevalence. Leveraging
technologies such as the Internet of Things (IoT), Artificial
Intelligence (AI), and mobile cloud computing, smart
healthcare enhances communication, facilitates remote
monitoring, and supports personalized treatment, diagnosis,
and prevention efforts [25][26]. These services are broadly
categorized into domains like location tracking, telehealth,
mobile health, AI-driven diagnostics, and robotic systems
[27]. Among these, five key application types are emphasized:
tracking tools (e.g., Apple Watch), telehealth platforms
(e.g., BetterHelp), AI-powered diagnostic systems (e.g.,
IBM Watson Health), integrated health information systems
(e.g., Epic Systems), and medicine delivery platforms (e.g.,
Amazon Pharmacy). This study focuses on four types of
smart healthcare services—wearable devices, mobile health
management apps, telehealth platforms, and medicine delivery
systems—due to their widespread user adoption and diverse
data handling. These services directly involve users in
managing vital signs, lifestyle data, medical records, and
prescriptions. For example, wearable devices like Apple Health
gather physiological data, while telehealth platforms support
virtual consultations. These applications offer close user
interaction, in contrast to more provider-centric systems such
as Electronic Health Record (EHRs) or AI-assisted surgery,
which are excluded from the study’s scope. The selected
services provide a relevant and practical basis for examining
users’ perceptions of privacy protection in smart healthcare.
Privacy Protection Measures: Smart healthcare systems face
ongoing challenges in safeguarding user privacy throughout
the data lifecycle, despite the many benefits they offer [11]
[28]. To address these concerns, researchers have proposed
various privacy protection strategies, including both technical
and organizational measures. Organizational approaches such
as privacy-by-policy, privacy-by-architecture, and privacy-
by-design aim to embed privacy into system design, policy
compliance, and user interactions from the outset [30]–[32].
These are further supported by regulatory frameworks
like the GDPR and HIPAA, which enforce strict legal
standards for personal health data handling. Organizational
mechanisms such as consent management, transparency, and
auditing play a key role in maintaining accountability and
building trust [3]. Technically, privacy is protected through
cryptographic methods, anonymization, data masking, access
control, and advanced techniques like federated learning,
homomorphic encryption, and secure multi-party computation
[33]. Blockchain is also recognized for its privacy-enhancing
attributes, including decentralization and transparency [6].
However, these measures often fall short in practice due to
limited user control and inconsistent implementations across
centralized and decentralized environments [23]. Many existing
solutions remain too provider-centric, failing to fully address
user needs or empower them in managing their own data [6,

Figure 1. Privacy-preserving Techniques Taxonomy [33]

11]. As such, there is a pressing need for privacy strategies
that incorporate users’ perspectives more effectively and
bridge the gap between technical safeguards and user-centric
privacy experiences.

Theories and Factors Shaping Users’ Perception and Adop-
tion: Users’ perceptions significantly influence their intention
to adopt smart healthcare services, as outlined in established
frameworks like the Technology Acceptance Model (TAM)
and the Unified Theory of Acceptance and Use of Technology
(UTAUT) [35][36]. TAM focuses on perceived usefulness and
ease of use, while UTAUT highlights performance expectancy,
effort expectancy, social influence, and facilitating conditions.
These models are further enriched by the privacy calculus
theory, which balances perceived benefits against privacy risks
[37][38]. Research shows that risks such as data misuse, legal
vulnerabilities, and lack of control affect users’ protective
behaviors, while perceived benefits like better healthcare and
contributions to research often encourage data sharing [9, 39].
Emotions, cognitive biases, and contextual factors also shape
decision-making. Although privacy remains a concern, users
often prioritize perceived benefits, especially when immediate
rewards or limited privacy knowledge come into play [40]–[42].
Older adults, for instance, tend to accept privacy risks over
time, leading to a resigned attitude toward potential misuse [43].
For wearables, adoption hinges on a risk-benefit evaluation tied
to data sensitivity and regulatory protections [44]. However,
challenges like opaque privacy notices and cognitive overload
hinder informed decisions [45–47]. Emerging factors—such
as trust in AI, personalization, and digital literacy—further
affect adoption, prompting scholars to recommend tailoring
acceptance models to specific healthcare contexts [48]–[51].
This study adopts relevant theoretical constructs to capture the
nuanced dimensions of user perception in smart healthcare.

A. Method Application

This study employs a qualitative, interview-based survey
strategy to explore users’ perceptions of privacy protection in
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smart healthcare services. Qualitative surveys effectively reveal
nuanced behaviors, perceptions, and attitudes, making them
particularly suitable for understanding complex interactions
between privacy risks, benefits, and other factors [52][53]. To
ensure rigor and reliability, this study integrates standardized
theoretical frameworks, including the taxonomy of privacy-
preserving techniques [33], Technology Acceptance Model
(TAM), Unified Theory of Acceptance and Use of Technology
(UTAUT), and privacy calculus theory, to guide interview
design and analysis [54]. These frameworks help structure the
interview questions effectively by addressing key constructs
such as perceived ease of use, social influence, performance
expectancy, perceived usefulness, perceived privacy risks,
and perceived benefits. Interviews are conducted individually
through audio calls on WhatsApp and WeChat, recorded and
transcribed using the iOS Voice Memos application for English
and Tongyi.ai for Chinese interviews. Recordings are solely
for transcription accuracy and verification purposes, ensuring
data reliability. Sampling:This study employs non-probability
purposive sampling, deliberately selecting participants aged
18–65 from urban areas in Europe, North America, and
Asia who possess prior experience with smart healthcare
services and basic privacy protection knowledge, ensuring their
relevance to the research topic [56]. Probability sampling was
not chosen due to the need for informed participants rather
than random selection. Ethical considerations and resource
constraints excluded minors, individuals over 65, and rural
populations, as these groups pose consent challenges or
may lack familiarity with smart healthcare [13]. The target
sample size is approximately 10 participants, consistent with
qualitative research standards indicating saturation typically
occurs between 10 to 12 interviews [61] [62]. Interviews
lasting 60–90 minutes ensure comprehensive coverage of key
points, enhancing study validity despite the limited sample
size. Convenience sampling was dismissed due to its potential
limitations in participant diversity and relevance [56]. Data
Analysis: The study analyzes interview data using Thematic
Analysis (TA), a widely adopted qualitative method suitable
for identifying patterns and themes within interview transcripts
[63][64]. Following the six-step process outlined by Braun and
Clarke [65], the analysis begins by coding relevant keywords,
refining codes to eliminate redundancy, and categorizing them
into themes. This study adopts a hybrid thematic approach,
primarily utilizing inductive thematic analysis to allow patterns
to emerge naturally, complemented by deductive analysis
based on constructs from the Technology Acceptance Model
(TAM), Unified Theory of Acceptance and Use of Technology
(UTAUT), and privacy calculus theory to enhance objectivity
and validity [66]-[69]. NVivo software is employed to improve
analytical efficiency, data management, and accuracy [70, 71].
Content analysis was considered but not selected due to its
limited ability to capture contextual and latent meanings critical
to the research [56] [72] [73].

III. RESULT

This study applied thematic analysis supported by NVivo
software, following the structured six-step process outlined
by [65]. Initial coding involved careful review of interview
transcripts, capturing significant insights and relating these
to theoretical frameworks. Notably, participant uncertainties,
such as limited knowledge about privacy protection, were
documented. The code "Cumbersome Authentication Process"
drew upon "perceived ease of use" from the TAM and "effort
expectancy" from the Unified Theory of Acceptance and Use
of Technology (UTAUT). In total, 21 initial codes emerged.
From these codes, themes and subthemes were developed, cate-
gorizing user perceptions into positive and negative dimensions.
A prominent theme identified was the "Disadvantaged Position
of Users in Protecting Their Privacy," with the subtheme
"Insufficient Right to be Informed," consistently emphasized by
participants. Conversely, positive perceptions were encapsulated
under the theme related to "facilitating conditions" from
UTAUT, distinguishing between external support (Oversight
and Constraints) and internal support (Internal Handling). Re-
dundant codes were subsequently refined, reducing them to 12
cohesive codes. For instance, "Unknown Technical Principles"
merged into "Unknown Implementation Process," reflecting
users’ practical concerns rather than theoretical knowledge.
Similarly, "Insufficient Engagement" was incorporated into
"Lack of User Data Management," categorized under the
subtheme "Insufficient Control." Ultimately, the refined analysis
identified three main themes and seven subthemes from the
dataset.

A. The Disadvantaged Position of Users in Protecting Their
Privacy:

Users’ Perceived Vulnerability in Privacy Protection
Thematic analysis revealed users feel disadvantaged in safe-
guarding their privacy within smart healthcare services, reflect-
ing concerns from privacy calculus theory. Despite existing
measures, users often lack perceived control and awareness,
particularly in three key areas: unknown personnel, unclear
implementation processes, and uncertain effectiveness of results.
Users expressed concerns about not knowing who accesses
their data, especially with vague or opaque privacy policies
and multi-party access scenarios. Many feared unauthorized
third-party data sharing, particularly for commercial purposes,
while showing more openness toward research uses, provided
transparency and consent are maintained.

Lack of Transparency Undermines Trust: Participants
emphasized that unfamiliar technical implementations (e.g.,
encryption, anonymization) raise doubts, especially when not
clearly explained. Even tech-savvy users sought clarity on
compatibility and deployment, while others feared such terms
masked hidden costs or misuse. Vague legal language in
privacy policies also contributed to uncertainty about data
handling. Users wanted clear, example-driven explanations
of practices and desired features like access logs, deletion
confirmation, and visual cues for encryption. Ultimately, the
study highlights how insufficient transparency undermines
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TABLE I. THEMES, SUBTHEMES, AND CORRESPONDING CODES

Themes Subthemes Codes
The Disadvantaged
Position of Users in
Protecting Their Pri-
vacy

Insufficient Right to
be Informed

Unknown Personnel In-
volved

Unknown Implementation
Process
Unknown Effectiveness of
Results

Insufficient Control Lack of User Data Manage-
ment
Passive Choice in Privacy
Policy

Privacy Reassurance Oversight and Con-
straints

Legal Regulations and Au-
dits

Technical Reliability Multi-Layer Protection
Internal Handling Updates of Privacy Policy

Thoughtful Data Breach
Response

User Experience
Barriers

Operational Barriers Cumbersome Authentica-
tion Process
Unclear Position of the Pri-
vacy Policy

Cognitive Barriers Long and Obscure Privacy
Policy

users’ sense of security, making trust in privacy protections
contingent on clarity, informed consent, and demonstrable
effectiveness. Users’ Limited Control and Data Deletion
Challenges: Participants expressed a strong sense of limited
control over their data within smart healthcare services, often
feeling reliant on providers who possess technical knowledge
and control system configurations. This asymmetry reinforces
user vulnerability, as providers determine how and when data is
used [45]. While participants desired more autonomy—such as
opt-in/out capabilities for data use, the ability to delete records
post-service, and clearer management of access rights—these
features remain inadequately supported. Even in GDPR-covered
regions, deletion processes are often slow, indirect, or poorly
designed, further disempowering users. Participants from
outside the GDPR context reported even fewer deletion options,
highlighting global inconsistencies in privacy control.

Inadequate Consent and Forced Privacy Agreements:
Granular consent management was viewed as essential, with
users preferring settings that allow them to specify the purpose,
scope, and recipients of shared data. However, participants
described being forced into “take it or leave it” agreements
during account registration, where refusing a privacy policy
meant losing access to the service entirely [46]. This coercive
design fosters mistrust in both the policies and the providers

themselves, though it doesn’t always deter usage, especially
when the service is deemed necessary. Participants emphasized
that privacy policies often serve as compliance tools rather than
genuine efforts to respect user preferences [5][46]. To restore
meaningful control, users should be empowered to use core
services even if they partially or fully reject privacy terms.

B. Privacy Reassurance:

Legal Compliance as a Source of Reassurance: Par-
ticipants expressed generally positive views toward privacy
regulations like the GDPR and HIPAA, associating compliance
with increased confidence in smart healthcare services. GDPR
compliance, in particular, was seen as a strong indicator of
trustworthy data practices due to its well-defined principles,
independent oversight, and strict penalties for violations . Some
participants emphasized that GDPR offers not only legal assur-
ance but also actionable tools for users to verify compliance
and seek redress. In contrast, while HIPAA was acknowledged
for setting essential standards, American participants showed
relatively lower confidence in its enforcement and practical
application. This suggests that users value legal frameworks
more when they are backed by demonstrable enforcement
mechanisms and transparent rights protections.
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The Role of Audits in Reinforcing Trust: External
audits were highlighted as a crucial organizational safeguard
complementing legal compliance. Participants emphasized
that while privacy-enhancing technologies like encryption and
anonymization are important, their trust increases when these
measures are validated through transparent third-party audits.
Audits conducted by reputable firms enhance users’ perception
of provider accountability, particularly because users often
lack the expertise to evaluate technical safeguards themselves.
Together, legal constraints and professional audits offer layered
protection that aligns with the UTAUT framework’s notions of
performance expectancy and facilitating conditions, reinforcing
users’ belief that their privacy is both respected and technically
safeguarded.

Multi-layer Protection and Technical Confidence Partici-
pants expressed strong support for multi-layer privacy protec-
tion, noting that the combination of various techniques—such
as encryption, anonymization, and multi-factor authentica-
tion—enhanced their trust in smart healthcare systems. While
many users lacked technical expertise, they believed that
layering different methods could reduce single points of failure
and increase reliability. Features like two-factor authentication
were especially appreciated, as they offered visible, user-
facing indicators of security. This sense of reassurance di-
rectly influenced users’ willingness to engage with smart
healthcare services, aligning with the UTAUT construct of
performance expectancy. Proactive Provider Measures and
Breach Response Users also valued internal organizational
practices, such as timely updates to privacy policies and
responsive actions following data breaches, as signs of a
provider’s commitment to privacy protection. Regular policy
updates, when clearly communicated, reassured participants
that providers were keeping pace with technological and
legal changes. After a breach, participants expected prompt
notifications, transparency about affected data, and evidence
of corrective action—such as improved security systems or
audits. These proactive and reflective efforts serve as key
facilitating conditions that influence continued user trust, even
after a privacy incident. Providers who effectively communicate
updates and breach responses are more likely to retain user
confidence in the long term.

Cognitive Barriers to Understanding Privacy Policies:
Participants widely reported cognitive challenges when engag-
ing with privacy policies, citing long, text-heavy documents and
complex legal jargon as key deterrents to reading or understand-
ing them. These barriers were especially burdensome for older
users, who also faced physical and digital literacy limitations.
The confusing presentation and obscure terminology led to user
frustration and mistrust, with some perceiving the complexity as
an intentional obfuscation by providers. Participants suggested
clearer formats like visual checklists, interactive summaries, and
plain language versions to improve comprehension and enhance
trust. Offering two parallel policy versions—one simplified and
one legally detailed—was proposed to balance accessibility
with compliance requirements.

Operational Barriers and Their Contextual Impact: Op-

erational hurdles, particularly around authentication processes,
were another major concern. Users found complex password
requirements and recovery procedures burdensome, especially
when compounded by poor connectivity or urgent health
needs. While users accepted stricter authentication for high-
risk services like mental health or prescriptions, they preferred
minimal friction for lower-risk tasks like symptom checking
or step tracking. Participants also noted difficulty locating
privacy policies within app interfaces, which undermined
their perceived importance. Although this didn’t always affect
service use directly, it shaped negative impressions of provider
transparency. Users emphasized the need for adaptive privacy
measures and intuitive design that aligns security requirements
with task sensitivity and user context.

IV. DISCUSSION

This study reveals that users generally view privacy protec-
tion measures in smart healthcare positively, particularly when
multi-layer safeguards—such as encryption, anonymization, and
multi-factor authentication—are employed, reinforcing their
sense of security and aligning with UTAUT’s performance
expectancy construct. However, users also expressed concerns
about limited transparency and control, especially when faced
with complex or opaque privacy policies. Legal frameworks
like the GDPR and HIPAA, along with third-party audits,
were seen as crucial external supports that help balance the
power disparity between users and providers [29][38]. Despite
recognizing these safeguards, users often felt disempowered
due to their lack of technical or legal literacy, particularly in
urgent health situations where privacy is traded for immediate
care needs [9][21][42]. These tensions echo the privacy calculus
theory, where perceived privacy risks reduce trust and adoption
willingness [44], though this is sometimes overridden by brand
trust or social influence [19]. Users’ perceptions of privacy
risk vary based on the type of smart healthcare service and
the sensitivity of data involved. Telehealth platforms were
seen as higher risk due to their handling of sensitive medical
histories, while wearable devices and mobile health apps were
perceived as lower risk depending on context [9][40][41].
Unique concerns were also raised about medicine delivery
services, particularly involving the disclosure of home addresses
in offline interactions. These findings emphasize that privacy
protections must be contextually adaptive. The study contributes
to the literature by highlighting the often-overlooked user
perspective, suggesting refinements to existing models like
UTAUT and the privacy calculus theory, and offering actionable
recommendations to enhance transparency, control, and user
empowerment in smart healthcare design.

V. CONCLUSIONS AND FUTURE WORK

This study investigates users’ perceptions of privacy pro-
tection measures in smart healthcare through interviews with
diverse participants, uncovering both negative and positive
views. Negative perceptions largely stem from users’ lack of
transparency and control—such as not knowing who accesses
their data, limited ability to manage or delete it, and being
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compelled to accept unclear privacy policies. Participants also
faced cognitive and operational challenges, including overly
complex policies and cumbersome authentication. In contrast,
users responded positively to multi-layer technical safeguards,
legal and audit oversight, and providers’ proactive actions
like transparent updates and breach responses. These findings
emphasize the need for privacy strategies that are more user-
centric, accessible, and empowering. Despite using established
theoretical frameworks and rigorous qualitative methods, the
study’s small, purposive sample limits the generalizability of
findings, particularly to minors and older populations. It also
lacks analysis of how demographic factors or specific service
contexts influence perceptions. Future research should incor-
porate mixed-method approaches to enable cross-cultural and
service-specific comparisons. Additionally, a deeper theoretical
integration of models such as TAM, UTAUT, and privacy
calculus theory is recommended to refine concepts such as
perceived transparency and risk. Practically, future work should
develop tailored privacy design guidelines aligned with real-
world healthcare applications, such as embedding user-focused
encryption in telehealth platforms.
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