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Abstract—In cryptographic security, quantum computing poses
a significant challenge to traditional cryptographic protocols. This
study investigates the landscape of Post-Quantum Cryptography
(PQC), focusing on the transition from theoretical underpinnings,
over standardization efforts to practical implementations. The
primary research question that guides this contribution is:
What mechanisms can be implemented to safeguard applications
and what efforts are under way by application providers and
technology platforms? This question is answered by the current
state of standards supporting PQC and the ongoing preparation
efforts. Thereby, not only the standards for cryptographic
algorithms, but also the protocols relying on them are considered.
Furthermore, the status of (open-source) implementations is
reviewed and roadmaps from companies / technology providers
are discussed. Hence, this paper does not only discuss what a
company can do to protect their applications but also takes the
viewpoint of an end-user regarding the support of applications.

Keywords-Post Quantum Cryptography (PQC); PQC Standards;
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I. INTRODUCTION

This work is an extended version of Theoretical and Practical
Aspects in Identifying Gaps and Preparing for Post-Quantum
Cryptography, published at SECURWARE 2024 [1].

Quantum computers will influence many fields. They will
improve biological and chemical simulations, can be applied for
risk modeling, and improve solving of optimization problems.
In addition to those constructive improvements, they have the
potential to impact the security of cryptographic algorithms.
Especially, asymmetric algorithms that rely on the hardness
of factorization or the discrete logarithm problem cannot be
considered secure when a Cryptographic Relevant Quantum
Computer (CRQC) is available. Hence, use cases relying on
such algorithms will be impacted by CRQCs. Moreover, even
data transmitted today can be endangered by attackers recording
the transmission and decrypting it as soon as CRQCs are
available. This is referred to as harvest now and decrypt later
attack.

Quantum computers also have the potential to impact
symmetric cryptography. However, it is assumed that such
attacks can be addressed by using larger keys for symmetric
encryption [2]. For example, the National Security Agency
(NSA) states that the Advanced Encryption Standard (AES)
can be considered secure when used with 256-bit keys [3].
Hence, the remainder of this paper will focus on asymmetric
cryptography.

This paper is organized as follows: It starts with a brief
discussion of the current state of the art in Section II. Section III
discusses the general preparation process and security protocols.
Section IV summarizes the status of the standardization of new
cryptographic algorithms, while Section V looks into the status
of protocol standards. Libraries that support Post-Quantum
Cryptography (PQC) algorithms, as a foundation for imple-
mentations, are presented in Section VI. Section VII discusses
applications that are available for endusers and Section VIII
discusses the possibilities to use quantum mechanisms to
improve security. Finally, conclusions are drawn in Section IX.

II. STATE OF THE ART

The challenge of ensuring Post-Quantum (PQ) security
is already picked up by security researchers, developers,
several government agencies, and companies. In order to
drive the readiness of post-quantum cryptographic algorithms
and their adoption in standard applications forward, many
activities are underway. They include various working groups,
like the Internet Engineering Task Force (IETF) working
group Post-Quantum Use In Protocols [4], and the European
Telecommunications Standards Institute (ETSI) Quantum-Safe
Cryptography (QSC) working group [5]. Further activities
are driven by various companies like Google [6], IBM [7],
Microsoft [8], and Utimaco [9].

This paper provides an overview of those activities. Thereby,
its focus is on use cases for asymmetric cryptography due to
the expected high impact of CRQC on this type of algorithm.
The paper highlights the status of standardization processes
and the production-readiness of implementations. As such, it
demonstrates what is currently done by different organizations,
and gives guidance on what can be done today to protect own
applications and data.

III. USE CASES OF CRYPTOGRAPHY

The transition to post-quantum cryptography, given the
widespread use of the algorithms, is a huge undertaking. As
a first step, it is important to understand where susceptible
algorithms are employed and how valuable the protected data
is. Hence, for a company to prepare, a risk assessment of
its application portfolio is required. The first step in such
an endeavor is creating a cryptographic inventory, providing
insights on where algorithms and protocols are used, together
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with related parameters. Various tools can help creating an
inventory [10].

Afterwards, a sound risk model that integrates into the
company’s risk management procedures is required. For the
financial industry, for example, the Financial Services Infor-
mation Sharing and Analysis Center (FS-ISAC) provides a
white paper on modeling the risk [11]. This helps to create a
profound strategy and to decide where the highest risks and the
biggest benefits are expected. Finally, a maturity index helps
judging and comparing where a company is on its journey to
post-quantum security [12][13].

Generally speaking, data requires protection at rest, in transit,
and in use.

Data at rest commonly relies on symmetric cryptography,
where limited impact of quantum computers is expected.
Solutions that employ asymmetric cryptography can make
use of Key Encapsulation Mechanisms (KEMs) discussed in
Section IV.

Encryption of data in use is not yet widely used. An
available possibility is to rely on processor extensions like
Intel Software Guard Extensions (SGX) [14] / Trust Domain
Extensions (TDX) [15] or AMD Secure Encrypted Virtualiza-
tion (SEV) [16]. Especially the attestation, i.e., proving that
the protected environment is in a trustworthy state, relies on
asymmetric cryptography. Solutions are discussed in [17].

In particular, when focusing on harvest now and decrypt
later attack scenarios, security of encryption in transit against
attacks with quantum computers is the most pressing scenario.
In order to protect data in transit, it is possible to

• protect the underlying infrastructure by ensuring that the
communication is PQ-secure. While this has large impact,
it is restricted to endpoints that are in direct control;
protecting the connections to end-users might not be possible.
Commonly, protocols like IPsec and Media Access Control
security (MACsec) are employed in such scenarios.

• ensure that the communication protocols are PQ-secure.
Common protocols are Transport Layer Security (TLS) and
Secure Shell (SSH). Both protocols allow to negotiate the
used ciphers with a handshake. This enables using PQC
whenever both parties support it without preventing non-
PQC-secure communication in case one endpoint is not able
to use such a cipher.

• encrypt the transferred message in a quantum-secure way. By
using a method that ensures that the data is encapsulated with
post-quantum cryptography, sound protection against adver-
saries can be achieved. This can be done either via standards
suitable to the application, like Secure/Multipurpose Internet
Mail Extensions (S/MIME) for emails/webpages, JavaScript
Object (JSON) Signing and Encryption (JOSE)/Concise
Binary Object Representation (CBOR) Object Signing and
Encryption (COSE) for messages between applications and
Pretty Good Privacy (PGP) for encrypting arbitrary data
including files. Another option is to rely on self-defined, cus-
tom protocols, e.g., by employing implementations discussed
in Section VI directly.

• rely on plattforms and services that use PQC for protecting
data or at least have a clear roadmap regarding PQC-
migration. Especially in cloud environments, it is not always
required that platform-users implement security mechanisms
themselves, but it is possible to rely on services delivered
by the could provider.
A common requirement that is independent of the layer

where data protection is applied, is ensuring as sound authen-
tication of the communication partners and the authenticity of
the data. Related methods are required as soon as a CRQC is
available. Collecting data today, as in the harvest now and
decrypt later scenario, does not represent a current threat.
However, a lack of being ready in time will have devastating
consequences as well, as an adversary can impersonate every
identity that is not protected and forge any non-PQC signature.
While details of different protocols on how to achieve a secure
authentication vary, many make use of certificates issued by a
Public Key Infrastructure (PKI). In essence, issuing a PQ-secure
certificate requires a PQ-secure signature algorithm. However,
there are many processes around a secure PKI and different
ways of integrating a PQ-secure signature into a certificate.
As it can be the foundation for critical processes like TLS
authentication, for re-signing documents, including contracts,
and for secure authentication of devices, it is a critical aspect
of the PQ-migration as well.

The different options that are discussed in Section V are
shown in Figure 1. In addition, a few examples for end-user
applications are discussed in Section VII.

IV. THE QUEST FOR NEW CRYPTOGRAPHIC ALGORITHMS

The basis of all protocols and building blocks is quantum-
secure algorithms. Hence, it is essential to develop and
standardize new (asymmetric) cryptographic algorithms to
replace the current ones.

A key activity in this regard was launched by National
Institute of Standards and Technology (NIST) end of 2016.
The NIST issued a call for papers for new post-quantum
cryptographic algorithms [18]. Out of 69 initial submissions,
three were selected to become Federal Information Processing
Standards (FIPS). The following documents have recently (at
the time writing this paper) been finalized:
• FIPS 203, Module-Lattice-Based Key-Encapsulation Mech-

anism Standard (ML-KEM), based on Cryptographic Suite
for Algebraic Lattices (CRYSTALS)-Kyber [19]

• FIPS 204, Module-Lattice-Based Digital Signature Standard
(ML-DSA), based on CRYSTALS-Dilithium [20]

• FIPS 205, Stateless Hash-Based Digital Signature Standard
(SLH-DSA), based on SPHINCS+ (for practical stateless
hash-based signatures) [21]

Moreover, the process is continuing with a fourth round. The
remaining candidates are the Key-Encapsulation Mechanisms
(KEMs) Bit Flipping Key Encapsulation (BIKE), Classic
McEliece, Hamming Quasi-Cyclic (HQC), and Supersingular
Isogeny Key Encapsulation (SIKE). As there is no algorithm
for digital signatures left from the initial submissions, NIST
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Figure 1. Overview of protocols used in different scenarios to protect data in transit.

launched another Call-for-Proposals on Post-Quantum Cryp-
tography: Digital Signature Schemes, which is currently in the
second round [22]. Hence, despite there are NIST standards
already finalized, further algorithms are under consideration.

Naturally, the NIST process and its contributions from re-
searchers all over the world are closely followed by government
agencies from other nations.

The British National Cyber Security Center (NCSC) pub-
lished a white paper recommending the use of the NIST
standards or the hash-based signatures Leighton-Micali Hash-
Based Signatures (LMS) or eXtended Merkle Signature Scheme
(XMSS) [23].

In terms of post-quantum algorithms, the German Federal
Office for Information Security / Bundesamt für Sicherheit
in der Informationstechnik (BSI) recommends in its technical
policy TR-02102-1 Version 2025-01 using FrodoKEM, Clas-
sic McElice or ML-KEM as a post-quantum cryptographic
algorithm for encryption/key-agreement [24]. It mentions
FrodoKEM and Classic McElice as a more conservative choice
compared to the ML-KEM that is standardized by NIST. While
FrodoKEM is not planned to be part of a NIST standard, its
specification was submitted to International Organization for
Standardization (ISO) for standardization [25].

For digital signatures, the policy recommends Merkle-
Signatures, in detail XMSS or LMS, including Multi-Tree-
Variants as described in [26] in addition to the NIST algorithms
ML-DSA and SLH-DSA. The NIST algorithms should be used
in the hedged version.

In general, the policy recommends combining a PQC
approach and a classical one. The combination needs to ensure
staying secure, as long as one of the used schemes is secure.
Hash-based signatures are an exception in case they are properly
implemented, i.e., they do not require a hybrid approach.

In contrast to the German BSI, the French Cybersecurity
Agency (ANSSI) states in their PQC position paper, that
the ANSSI traditionally does not provide any closed list
of recommended algorithms in order to avoid proscribing
innovative state-of-the-art algorithms that could be well-suited
for some particular use cases [27]. However, a list of post-
quantum algorithms together with recommendations is given.

For KEM, they include ML-KEM and FrodoKEM. The list of
digital signature algorithms contains ML-DSA, Falcon (FN-
DSA), XMSS/LMS and SLH-DSA. In terms of combining PQC
and classical algorithms, the ANSSI states their alignment with
the position of the BSI recommending a hybrid approach.

Overall, the process of standardization results in the publi-
cation of various recommendations and draft standards. The
analysis, including research on secure implementations, is still
ongoing, leading to new attacks, cf. [28]. Despite the NIST
is driving the most prominent competition, the government
bodies of UK, Germany, and France are basically in line with
the recommendations and have not announced any plans for
running another competition.

While there is a focus on the most frequently used primitives,
i.e., key encapsulation and digital signatures, several other, not
that widely used primitives require consideration regarding PQ-
security as well. A collection of such primitives with their PQC-
status is given in [29]. The collection includes, e.g., schemes
for authentication, protecting backups, and ensuring privacy
used by Android, Apple, and Chrome. This list shows that a
majority of the schemes are not PQ-secure. In particular, many
of them rely on different versions of a Password-Authenticated
Key Exchange (PAKE) scheme. While common PAKE schemes
used today are not PQ-ready, there is a proposal of a generic
construction to derive a PAKE from a KEM [30]. However, it
is criticized not being fully PQ-secure [31]. Note that most of
those schemes do not rely on standards but were designed for
their specific purpose. Hence, it is up to the company to come
up with PQC versions of their solutions.

Concluding, the current state, especially in a hybrid setting
with a classic algorithm, provides a solid foundation for
building and implementing protocols and further post-quantum
secure solutions. However, when it comes to non-standard
solutions, there are still many open questions and various
schemes to adapt to provide PQ-security.

V. PROTOCOLS

In addition to developing and standardizing quantum-secure
algorithms, protocol standards need to be adapted. Table I
given an overview of the infrastructure and communication
protocols and their actual status regarding PQC support.
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TABLE I
OVERVIEW OF INFRASTRUCTURE AND COMMUNICATION PROTOCOLS, THEIR PQC SUPPORT, AND RELATED IMPLEMENTATIONS.

Protocol Standard PQC Support Implementation

MACsec IEEE Standard [32] relies on symmetric cryptographic primitives

IPsec RFC 6071 [33] RFC 8784 [34], Internet Darft [35] Cisco IOS XE [36], Junos OS [37], strongSwan [38]

TLS RFC 8446 [39] Internet Draft [40]
Botan [41], WolfSSL [42], rustls [43], Open Quantum Safe∗ [44]

Applications: Google experiments [6], Cloudflare [45]

SSH RFC 4251 [46] Internet Draft [47] OpenSSH [48], Amazon implementation [49], Open Quantum Safe∗ [44]

∗ Use in production is not recommended by the project/developers.

A. Infrastructure

Common communication protocols to connect hosts to
networks in a secure fashion or to establish a secure connection
between networks are MACsec [32] and IPsec [33].

1) MACsec: As MACsec relies only on symmetric algo-
rithms during the key agreement, using a 256-bit key is
sufficient for post-quantum security. In addition, it is important
to ensure that the key distribution is quantum-secure. Especially,
since the session keys do not provide forward secrecy, i.e., a
compromise of the long-term key material affects past session
keys [50].

2) IPsec: For Internet Protocol Security (IPsec), Request
For Comments (RFC) 8784 [34] defines a method to use
pre-shared keys to achieve post-quantum security. The RFC is
already supported by several products, like Ciscos IOS XE [36],
strongSwan [38] and Junos OS [37]. This provides a viable
solution already today. Potential adoptions of PQC for the
Internet Key Exchange Protocol Version 2 (IKEv2) are in draft
status. For example, [35] specifies a Hybrid Key Exchange
with ML-KEM.

B. Communication Protocols

Common communication protocols include Transport Layer
Security (TLS) and Secure Shell (SSH).

1) Transport Layer Security (TLS): The Transport Layer
Security (TLS) protocol allows a secure end-to-end connection
between applications. Various research has been conducted on
how to best integrate post-quantum cryptography in the actual
version of the protocol, TLS 1.3, and related performance,
e.g., [51][52][53][54][55]. For TLS 1.3, a draft specifies a
hybrid use of algorithms [40]. This ensures that the connections
remain secure even if used algorithms are broken.

Version 3.7.0 of the Botan library [41] enables a hybrid
key exchange per default using x25519/ML-KEM-768 and
adds support for ML-KEM key exchange in a non-hybrid
mode. WolfCrypt, the underlying library of WolfSSL also
supports ML-KEM, ML-DSA, SPHINCS+, and stateful hash-
based signatures. They are integrated as Kyber and Elliptic
Curve Cryptography (ECC)/Kyber hybrid codepoints, as well
as Dilithium signature algorithms [42]. Since version 0.23.22,

rustls supports a hybrid PQ key exchange, using ECC and
ML-KEM [43].

Other implementations of the draft and non-hybrid PQC
key exchange methods are provided by the Open Quantum
Safe project [44] in form of an OpenSSLv3 provider and
an integration into a BoringSSL fork. However, those two
implementations should not be considered production quality
according to the project.

Note that a recent IETF draft states that TLS 1.2 will not
be further enhanced, which implies, it will not support PQC,
despite TLS 1.2 is still widespread [56].

Further experiments on challenges when using PQC-TLS
at a large scale were conducted by Google [6]. Their tests
revealed incompatibilities in network products that will be
fixed via firmware updates. Similar PQC-support is enabled by
Cloudflare [45], targeting support of all outbound connections
by March 2024. This can be used with browsers supporting
the hybrid cipher suite consisting of X25519 and Kyber-
768, like Chrome, where it has been enabled since version
116 [57]. Moreover, Cloudflare provides real-time data on
the percentage of their Hypertext Transfer Protocol Secure
(HTTPS) connections that utilize PQC [58]. At the of time
writing this paper, around 33% of the HTTPS connections are
using PQC.

Hence, a draft standard and implementations are available.
Some widespread experiments have been conducted success-
fully and first rollouts are taking place. Standardized support
of PQC for TLS 1.3 is expected to build on the released NIST
standards.

2) Secure Shell (SSH): Secure Shell (SSH) is a protocol
for secure execution of remote commands. A very prominent
implementation is OpenSSH, which is part of many major Linux
distributions. OpenSSH made a hybrid key exchange method
that combines ML-KEM with an Elliptic-Curve Diffie–Hellman
(ECDH) key exchange default in version 9.9 [48]. The imple-
mentation relies on an individual submission [59], which has
been replaced by an Internet Draft [47]. The same mechanism
is implemented and used by Amazon Web Services (AWS) [49].
Amazon states in the PQC roadmap to adopt ML-KEM for
SSH as soon as as standards bodies such as the IETF publish
implementation guidance for those protocols [60]. The Open
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Quantum Safe project [44] also provides an experimental
implementation supporting PQC based on an OpenSSH-Fork.

Overall, with OpenSSL, that uses a hybrid approach per
default, and the AWS implementation, there are real-world
possibilities for PQC key-agreement, despite there being no
final standard yet.

C. Message Security

On the message layer, the application can choose to en-
crypt/sign the transferred data, depending on the use case.
Potential solutions include JOSE/COSE for sharing data
between applications, S/MIME for mail/web pages and PGP
for arbitrary data, including file exchange.

1) JOSE/COSE: JSON and CBOR are formats for data
exchange between applications. The related signing and en-
cryption standards are JOSE and COSE. For COSE, hash-based
signatures are defined in RFC 8778 [61]. An active IETF drafts
exists to support Dilithium [62]. In addition to this working
group draft, other individual drafts have been submitted to the
IETF as well.

2) S/MIME: The S/MIME standard [63] mandates the
support of RSA-based and ECC-based ciphers for signing and
encryption. Preparing the standard for the quantum-age is part
of the Limited Additional Mechanisms for PKIX and SMIME
(lamps) working group charter [64]. Nevertheless, the possibility
of integrating PQC-ciphers into the mail client Thunderbird is
briefly discussed in [65], and a demo integration was done by
the MTG AG [66].

3) PGP: The options for using post-quantum ciphers in PGP
were analyzed by Wussler [67], leading to an IETF draft [68].
A former version of this draft was formally analyzed by Tran
et al. [69].

While there is work underway for all three standards, there
is still a lack of practical implementations and experiments
that will lead to solutions that can be used in production
environments.

D. Platform-Support

Especially with the increasing use of cloud computing, it
is important to take a look at the security foundations of the
cloud providers and service platforms in general. Google Cloud
Platforms (GCP) protects its internal communication with a
protocol called Application Layer Transport Security (ALTS),
which already employs post-quantum cryptography to protect
against harvest now and decrypt later attacks [70]. Similar to
Google, Meta is using a hybrid PQC implementation for most
internal communications, protecting it against attacks recording
traffic today and decrypting it with quantum computers when
possible [71].

Amazon published a roadmap for the transition of Amazon
Web Services (AWS) towards PQC, mentioning that their
libraries, including those used for HTTPS-based endpoints,
support PQC and hence, also allow customers testing the impact
of PQC [60].

Microsoft launched a project called Quantum Safe [72]
and participate [73] in the Open Quantum Safe project [44].

Furthermore, the integration of PQC in Microsoft libraries is
ongoing [74].

E. Public Key Infrastructures (PKIs) and Certificates

Public Key Infrastructures (PKIs) are essential for ensuring
trust in the digital world. Ranging from communication
protocols to digitally signed documents - a reliable PKI
is required to ensure the identity of the counterpart. For
trustworthy certificates in the presence of quantum computers,
the whole chain, starting with the root certificate must be
quantum-secure.

The draft [80] defines a composite certificate combining
ML-DSA with traditional signature algorithms. This solution
ensures that the certificate remains secure even in case one
of the algorithms is broken. A similar approach is used for
KEM solutions [81] in the context of PKI-related profiles and
protocols like Cryptographic Message Syntax (CMS) [82] and
Public Key Infrastructure for X.509 (PKIX).

Various drafts are already published to be ready to proceed
now the NIST standards are finalized. They include certificates
using ML-KEM [75], and Dilithium [76].

The draft [83] relies on the Stateful Hash-Based Signa-
ture Schemes (S-HBS) [26], Hierarchical Signature System
(HSS), eXtended Merkle Signature Scheme (XMSS) [84],
and XMSSˆMT, a multi-tree variant of XMSS and provides
algorithm identifiers for X.509 PKIs. While their security
is well understood, those signature schemes come with the
drawback that they can only create a limited amount of
signatures, and it is required to maintain a state to remain
secure.

During the transition phase, it is important that also legacy
systems that might not support post-quantum cryptography can
verify a certificate with classic algorithms. The specifications
above cannot be used in such a scenario, as they require the ver-
ifying system process PQC signatures. A possible approach in
the transition scenario is using related certificates, as laid out in
the draft specifications [78] and the individual submission [79].
The impact of hybrid certificates on current implementations
was investigated in [85]. The authors concluded the certificates
can be processed by the tested solutions without or with minor
modifications.

Another option is specified by the International Telecom-
munication Union Telecommunication Standardization Sector
(ITU-T) [77], namely to include an alternative signature in a
certificate. This allows clients that are not capable of processing
PQC algorithms to ignore this signature, while others can
benefit from it. However, the drawback of this approach is the
increased certificate size for all consuming entities. Table II
provides and overview of the different options.

When it comes to commercial products, PKI solution vendors
are working towards addressing the upcoming challenges,
preparing examples [86], offering experimental suites [87][9]
or solutions [88].

Despite various activities that are underway, neither the
majority of the standardization work nor the related imple-
mentations have been concluded yet. As especially the root
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TABLE II
OVERVIEW DIFFERENT WAYS HOW CERTIFICATES CAN SUPPORT PQ ALGORITHMS.

Certificate Type Standard Purpose Contains

PQC Certificates Internet Drafts [75][76] supports only PQC-enabled system PQC keys and signatures

Hybrid Certificates ITU-T Specification [77],
Internet Drafts [78][79]

can be verified by PQC-enabled and legacy systems;
allow a transition phase

PQC and non-PQC keys and signatures

Composite Certificates Internet Draft [80] verification requires PQC-enabled system; remain
secure in cases the non-PQC or the PQC algorithm
breaks

PQC and non-PQC keys and signatures

certificates are commonly valid for several years, it is important
to plan their replacement together with a sound transition
approach.

VI. FOUNDATIONS AND LIBRARIES

Together with research and standardization of PQC algo-
rithms, their implementation is progressing. A popular project
to support the transition to quantum-resistant cryptography is
Open Quantum Safe [44]. It is part of the Linux Foundation’s
Post-Quantum Cryptography Alliance. Its main working items
are a C library for post-quantum algorithms, called liboqs, and
prototype integration into protocols and applications.

Currently, liboqs supports the standards ML-KEM, ML-DSA,
XMSS, LMS, as well as Falcon and SPHINCS+. Furthermore,
the NIST round 4 candidates Classic McEliece, BIKE and HQC,
as well as, FrodoKEM and NTRU-Prime. The project provides
several language wrappers to allow using it for example in
C++, JAVA, Go, and Python. However, the project page does
recommend refraining from using the library in production
environments, as it has not undergone a thorough audit/analysis
process yet.

Another library is libpqcrypto [90], that provides C-reference
implementations for 19 algorithms with different parameter
sets and comes with a Python API. The project team warns
that there might be security problems in the library, either due
to issues of the cryptographic primitives themselves or due to
software bugs.

PQClean [91][95] aims at providing standalone C imple-
mentations of the NIST PQC algorithms. The project states
that the library is suited for research purposes and suggest an
use-case-specific assessment for any other use of the library.
The JavaScript library pqc.js makes use of PQClean.

The Cloudflare Interoperable, Reusable Cryptographic Li-
brary (CIRCL) [93] provides several Go implementations of
cryptographic primitives, including PQC. It comes with the
cautious note that it is provided as-is and parts are experimental.

A popular library that provides PQC support is Bouncy Castle
for Java and C# [94]. Its implementation includes ML-KEM,
ML-DSA, SLH-DSA, LMS, and XMSS algorithms. Further
algorithms are implemented as well, but project states that
those non-standardized algorithms can be used for experiments
and hybrid scenarios, but not for long-term protection. Further
libraries that have already been mentioned in the context of

TLS are Botan [41] and wolfCrypt [42]. An overview of
implementations is given in Table III.

Overall, there are two aspects to consider about using
PQC algorithms today: (1) First standards have recently been
finalized and the security research is ongoing. They also do
not have the benefit of a long history of intensive security
research that current standards possess. Therefore, the BSI,
recommends using the current PQC algorithms in a hybrid
mode. (2) In addition to the security of the algorithms,
quality [95] and security of its implementations are important.
This includes sufficient quality assurance and auditing to
prevent vulnerabilities and security bugs as well as resistance
against potential side-channel attacks like [96]–[98].

VII. APPLICATIONS

In addition to developments on standards and implementa-
tions that are directly related to those standards, there are also
products and solutions that move forward in supporting PQC.

A. Messengers

Messengers are widely used on mobile phones to ex-
change information. Very common apps are WhatsApp, Signal,
Threema, Telegram, and Apples iMessage. Key functionality of
all apps is, in addition to various different ways of exchanging
messages, protecting the security and privacy of its users.
Hence, they all provide end-to-end encryption for the exchanged
messages [99]–[101]1. Note that WhatsApp and Signal rely on
the same protocol [102].

Recent versions of Signal support a post-quantum secure key
agreement protocol, called PQXDH [103]. Apple’s iMessage
protocol PQ3 also relies on PQC [104]. In addition to PQXDH,
PQ3 also performs PQC rekeying. However, both protocols do
not provide a quantum-secure authentication method yet.

B. Blockchain

Blockchain technology enables a decentralized trust model
with various applications. Those include cryptocurrencies such
as Bitcoin [105], health applications [106], and blockchain-
backed logistics [107]. Given the data stored in and protected by
different blockchains, it is important to ensure that neither the
data a chain contains can be manipulated using quantum attacks

1Note that for Telegram, end-to-end encryption is only enabled for secret
chats, not per default.
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TABLE III
OVERVIEW OF SELECTED LIBRARIES SUPPORTING POST-QUANTUM ALGORITHMS.

Name Language Supported Algorithms Experimental

liboqs [89] C ML-KEM, ML-DSA, XMSS, LMS, Kyber, Dilithum, Falcon, SPHINCS+, Classic
McEliece, BIKE, HQC, FrodoKEM, NTRU-Prime. CROSS, MAYO Y

libpqcrypto [90] Python, C Classic McEliece, Dilithium, Kyber, FrodoKEM, NTRU Prime, SPHINCS+ (and more) Y

PQClean [91] C Kyber, HQC, Classic MCEliece, Dilithium, Falcon, SPHINCS+ Y

pqc.js [92] JavaScript uses PQClean Y

CIRCL [93] Go ML-KEM, X-Wing, Kyber, Frodo, CSIDH, ML-DSA, Dilithium Y

Bouncy Caste [94] JAVA, C# ML-KEM, ML-DSA, SLH-DSA, LMS, XMSS∗

Botan [41] C++ ML-DSA, SLH-DSA, HSS/LMS, XMSS

wolfSSL/wolfCrypt [42] C ML-KEM, ML-DSA, SPHINCS+, LMS/HSS, XMSS

∗ Further PQC-algorithms are implemented, but according to the documentation unsuitable for long-term use.

nor future transactions can be forged. The key primitives that a
blockchain uses are hash functions and public-key cryptography.
A good overview on the impact and potential solutions is given
in [108]. In addition to the scientific analysis like [109]–[111],
there are products that already focus on post-quantum secure
blockchains using post-quantum cryptography [112] or combine
PQC with quantum key distributions technologies [113]. In
contrast, making the popular system Ethereum post-quantum
secure, is on the roadmap, but is stated ongoing research [114].
For Bitcoin, an experimental branch, Bitcoin Post-Quantum
(BPQ), exists [115].

VIII. QUANTUM KEY DISTRIBUTION

Quantum mechanisms cannot only be used to attack
cryptographic primitives. It is also possible to use them
for protecting digital communication. In essence, quantum
mechanisms allow exchanging key material in a secure way.
This is called Quantum Key Distribution (QKD). The shared
keys allow establishing a secure data transmission channel,
e.g., via symmetric algorithms.

In contrast to post-quantum cryptography, using QKD
requires specific hardware, like encryptors provided by Fraun-
hofer [116] or ID Quantique [117]. As it is relying on quantum
effects, there are expected to be very secure systems. However,
neither the German BSI [118] nor the United States National
Security Agency (NSA) [119] consider QKD a priority. The
BSI mentions that the technology is not yet mature enough in
terms of security and only suitable for some niche use cases.
The NSA highlights cost efficiency and better maintainability
of PQC compared to QKD. Both recommend focusing on
PQC.

IX. CONCLUSION AND FUTURE WORK

Quantum computers endanger the security of cryptographic
algorithms. Especially asymmetric algorithms are affected. This
requires new algorithms as well as updated standards to make

use of those new algorithms. Various efforts from research
over standardization to implementation are currently under way
to address this challenge. This paper started by looking at
possibilities to secure the underlying network infrastructure.
As IPsec and MACsec can rely on secret-key cryptography,
the remaining challenge is secure key management.

In order to achieve end-to-end security, SSH can be used with
post-quantum security, e.g., via OpenSSH, first rollouts of PQC
TLS implementations are taking place. Standards for message
encryption are still at a comparably early stage. However,
libraries, especially BouncyCastle for JAVA and C#, wolfCrypto
for C and Botan for C++, provide algorithms that can already
integrated into applications; given the required expert knowl-
edge is available. Several applications like messengers, services
like Blockchain and cloud platforms are moving or have already
completed important steps towards supporting PQC. The use of
quantum technologies to exchange key material, called QKD,
is another area of ongoing research, especially suited for niche
applications.

Overall, the transition will require thorough planning. This
paper highlighted where first steps can be done already today.
Depending on the use case, hybrid approaches can protect
against quantum attacks while preventing risks due to attacks
on comparably new PQC algorithms. Furthermore, becoming
crypto-agile, in the sense that algorithms can be exchanged
easily, will not only help in addressing the current PQC
challenge, but also reduce the effort of future transitions of
cryptographic algorithms.
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